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| Smart home vendors

Smart home device vendors

blll. Q €ugust hue

LIFX PHILIPS

Smart home cloud service providers

GoogleHome IETTT & SmartThings



| The cloud-based loT device management @ #+##x¥

—o] Operated by either an loT device
< > vendor or cloud service providers
—°

External/3rd-
party services

o A & ‘
& B [

Devices Users
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JComplicated functionalities in loT clouds B R AR

e Cross-vendor/cross-cloud device control

- Manage different vendor devices
through the same console

e Sharing of device access o
— Share the access to the lock to an y

X
Airbnb guest (temporarily) -

e Device control automation |
i N
Tuya plug LIFX bulb  August lock

— Turn on the light when motion
detected

A user uses Google Home to control all her devices from
different vendors (e.g., Tuya plug, LIFX bulb, August lock)



JComplicated functionalities in loT clouds S FF RS

e Cross-vendor/cross-cloud device control

- Manage different vendor devices = o
through the same console

eeeeeeeeeeeeeeeeee

e Sharing of device access

rrrrrrrrrrrrrrrrrrrrrrrrrrrr

— Share the access to the lock to an -
Airbnb guest (temporarily)

e Device control automation

— Turn on the light when motion
detected

Member management Share devices in Invite people
in SmartThings Mi Home in HomeKit



JComplicated functionalities in loT clouds
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e Cross-vendor/cross-cloud device control

~ Manage different vendor devices ~©reate and connect
through the same console

e Sharing of device access & Kl
if Bl then BE

— Share the access to the lock to an PHILIPS
. . New Motion detectod st Ring Tum on Front Porch
Airbnb guest (temporarily) Docrbel
e Device control automation Recipe Tile -
. . If new Motion detected at Ring Doorbell, then turn
— Turn on the light when motion on Front Porch

detected




JComplicated functionalities in loT clouds
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e Cross-vendor/cross-cloud device control

- Manage different vendor devices delegate
through the same console Delegator "\ Delegatee

e Sharing of device access

— Share the access to the lock to an delegate /)
irbnb hos irbnb guest
Airbnb guest (temporarily) o E

e Device control automation

— Turn on the light when motion @ delegate  { Google Home
detected

It’s all about device access delegation




I The two most common cross-cloud delegation mechanisms

e OAuth and its customization

OAuth

SmartThings ’

* Actions on Google: OAuth + asking for Z ldevicelD|»
additional information (e.g., devicelD,
device name) from the delegator cloud

Google Home

SmartThings cloud Google Home cloud

e Home-grown authorization

URL

* Settrigger eventin IFTTT: issuing a URL
which receives trigger events from the
delegatee cloud

Set tri
et trigger

IFTTT cloud SmartThings cloud



JConvoluted delegation chain in loT RIS IS

e |oT device access right delegation

* first given to its device vendor cloud (D)

« delegated to a delegatee cloud () & . %

e further handed over to another (delegatee) | |
cloud (®) s

e granted (by the device administrator) to other n

(delegatee) users (@ ®))

* the (delegatee) user may further give her access
to another (delegatee) cloud (®)

IoT Devices

User User

dele Eﬂtﬂl delugutu_l
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ILack of understanding on the security of cross-cloud loT delegation (&) %+ 4 44 X ¥

e Risks in cross-cloud loT delegation

e Theoretic models analyzed before

— all parties run the same delegation protocol and & . | Q
interact through unified interfaces | |
;

register
B

@
e Delegation in today’s real-world 10T clouds n E

— individual, heterogeneous delegation protocols

delegate

IoT Devices

- incompatible with other clouds
- not being properly verified User

dele s:utul




| Threat model EEIZYEY

e Delegatee user can be malicious, while the
administrator, cloud, and device are benign

e Goal of the adversary is to get unauthorized & ) g
access to loT devices register

0G&

lol Devices

delegate

e The adversary would make full use of his
power to acquire useful information, e.g.,
make API calls, extract information from - "
system logs, official documentations and d“mt"l dﬂwml
capture network traffic generated by/for his

o D ED



| Security requirements ) FrABLS

e Safe and consistent delegation policies

—_ \ : }
's s 's security policy = C’s security policy
delegate delegate _ C & _

Deviee
\ endor
Cloud

IoT Devices

L'ser User

dele putn:-l delngutn:-l



| Security requirements

e Safe and consistent delegation policies

= \ ‘ ]
= A <>
's s 's security policy ~ | C’s security policy

delegate delegate _ C

e Non-bypassable and transitive delegation
control

(-

IoT Devices

% A% 1 £ P
S, 2




I Vulnerable Cross-Cloud loT Delegation: a motivating example &) #+4## x%¥

e Violation of “transitive delegation control” in Tuya

OAuth Token

l

Sa&4e OAuth
=X 2 A A
Un'Share Google Home

Tuya plug Tuya cloud Tuya user Google Home

i Register/Bind
\ 7 >

— Google Home still holds a valid OAuth token ( issued by the Tuya cloud
during the OAuth operation), allowing Google Home to access the Tuya
plug even after the un-share operation

- Attack: leveraging a third-party (e.g., Google Home) to make temporary
access right permanent



JObservations from the Tuya Case
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OAuth Token

Share OAuth
> >
Un-Share

Tuya plug Tuya cloud Tuya user Google Home

"y Register/Bind
\ 7 >

Multiple delegation operations supported in an loT setting
|.  Data flow (e.g., token issuing and distributing) along with operations

Il. Multi-step access path (with a valid token) to a device



|Same observations/patterns in other loT settings

ID1
1D2

s £
g ip3 Bind @ OAuth
B

LIFX bulbs

% A% 1 £ P
S, 2

OAuth Token OAuth Token

| ID1, ID2, ID3 ID1 |
Share

SmartApp )
LIFX (Connect)

LIFX cloud SmartThings cloud SmartThings user

Whitelist ID
OAuth Token l

7N Bind APIRequest
) > >
Share
g —{ Whitelist ID | —- <] Whitelist ID |
LA B OAuth Token

¢ ¥ ¥ Philips Hue Philips Hue
Philips Hue cloud user delegatee cloud
devices

Multiple delegation operations supported in an loT setting
Data flow (e.g., token issuing and distributing) along with operations

Multi-step access path (with a valid token) to a device
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JTowards automatic vulnerability discovery ) FrARLY
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ID1 OAuth Token OAuth Token
D2 | ID1, D2, ID3 ID1 |
o I .
i OAuth Share
- ip3 Bind
|
LIFX bulbs LIFX cloud SmartThings cloud SmartThings user
Whitelist ID
OAuth Token l
7N Bind APIRequest
\J > >
_— Share Whitelist ID
- - ] Thitelis ﬁ 1itelist |
LA B R ] OAuth Token
s 5 9 Philips Hue Philips Hue
Philips Hue cloud user delegatee cloud

devices

Common delegation pattern identified in different loT settings
Automation?
Formal verification based loT cross-cloud delegation vulnerability discovery



IFormaI verification based loT cross-cloud delegation vulnerability discovery@®) % # #£ x ¥

e Security property

- unauthorized delegatee user should not have a path to the loT devices which he is not
entitled to access



IFormaI verification based loT cross-cloud delegation vulnerability discovery

e Security property

unauthorized delegatee user should not have a path to the loT devices which he is not
entitled to access

* |oT delegation modeled as a transition system M =(4,5.0,7,s,)
- 7 is the set of actors (e.g., device, cloud, user)

O is the set of operations (e.g., OAuth, share, un-share, bind, unbind, APIRequest, etc.)
S is the set of states, where 5 is the initial state (where no delegation happens)

Tokens received and issued during delegation and the access control mapping between these tokens
T: Sx0O — Sisafunction that drives the transition from one state to the next



IFormaI verification based loT cross-cloud delegation vulnerability discovery ’

e Security property

unauthorized delegatee user should not have a path to the loT devices which he is not
entitled to access

e |oT delegation modeled as a transition system M =(4,5.0,7,s,)
- 7 is the set of actors (e.g., device, cloud, user)

O is the set of operations (e.g., OAuth, share, un-share, bind, unbind, APIRequest, etc.)
S is the set of states, where 5 is the initial state (where no delegation happens)

Tokens received and issued during delegation and the access control mapping between these tokens
T: Sx0O — Sisafunction that drives the transition from one state to the next

e Detecting flaws

leveraging a model checker to verify whether pre-defined security properties hold in the
model



|Veri oT the first (semi-automatic) verification tool for loT cross-cloud (IETT VY .

delegation vulnerability discovery

e Modeling different real-world loT system
- Refinement: operation template, base model, and configuration

4 N
© Spin
Delegation Promela Model Counterexamples
Operation Model
Templates Checker
. Database _/ I l
In;aze;?[g{::lt;?n ST Counterexample
Analyzer

/
@ ‘ Flaw ‘
Configuration Reports

The architecture of VerioT

VerioT is made publicly available:
https://github.com/VerioT/VerioT



| Vulnerabilities B FHRKF

Vulnerability Category 1: Conflicting Security Policies Across loT Vendors/Clouds
Vulnerability 1: Google Home leaked device ID of Samsung SmartThings cloud

e Different security assumptions on device ID
- SmartThings uses device ID as an authentication token on the trigger-action management
- Google Home discloses the device ID to any authorized user

& Unauthorized access path

7 }

August ™ _ Share
smart lock Bind SmartAPP
odo i ;
Q " smartthi > Uth il T
marti nings : N-UAU Google Home user
hub SmartThings cloud Google Home cloud g u

SmartThings (delegatee user)

switch

e Malicious delegatee user (e.g., an Airbnb guest) can use the device ID to spoof
events to trigger SmartThings to open the lock even after he checks out



| Vulnerabilities EETTYIY

Vulnerability Category 1: Conflicting Security Policies Across loT Vendors/Clouds
Vulnerability 1: Google Home leaked device ID of Samsung SmartThings cloud

PoC exploit on Flaw 1

Device ID disclosure

In this demo, a malicious delegatee (the attacker) impersonated
a SmartThings switch to stealthily open a smart lock.



| Vulnerabilities B FABLT

Vulnerability Category 1: Conflicting Security Policies Across loT Vendors/Clouds
Vulnerability 2: IFTTT leaked the secret token of SmartThings cloud

e Mismatched security policy on secret URL management
— IFTTT cloud (delegator) leaks the secret URL that SmartThings cloud (delegatee) wants

to protect
Q Secret URL —¢
applet -
\;f“"* IFTTT > SmartApp IFTTT E—
sn?aurgtlll(s)tk IFTTT cloud Q T Smﬂ:ﬁ':"gs SmartThings user

SmartThings
switch

e Malicious delegatee user can post HTTP requests to the URL to trigger the
action of the applet in the IFTTT cloud, thus to operate the devices behind the
IFTTT cloud even after his access right is revoked by SmartThings cloud



| Vulnerabilities

Vulnerability Category 2: Pitfalls in Security Policy Enforcement Across loT Vendors/Clouds
Vulnerability 3: SmartThings cloud exposed hidden devices of LIFX cloud

e OAuth token is made accessible to users on the delegatee cloud

— Shared users can read the OAuth token issued by LIFX cloud from the storage of
SmartThings cloud, bypassing the control of device hiding.

ID1 OAuth Token OAuth Token

D2 | ID1, ID2, ID3 ID1 |

Q@

: - ip3 Bind OAuth SmartApp Share
- > LIFX (Connect)

LIFX bulbs LIFX cloud SmartThings cloud SmartThings user

e Malicious delegatee user can use the the OAuth token to gain the ID of the
devices hidden from him and control these hidden devices



| Vulnerabilities

Vulnerability Category 2: Pitfalls in Security Policy Enforcement Across loT Vendors/Clouds
Vulnerability 4: Abusing cross-vendor delegation API of Philips Hue

e |ncomplete revocation scheme in the delegator cloud

— Philips Hue cloud only invalidates the token which is used for access check in the device,
not the token that is used for authentication in the cloud.

Whitelist ID
OAuth Token l

SN Bind o PHILIPS

‘ APIRequest
‘..I“..I x >
S 5 3 e Whitelist ID DU
Philips Hue Un-share

evices Philips Hue Philips Hue
T cloud user delegatee cloud

e Malicious delegatee user can abuse the APl to gain new OAuth token and
Whitelist ID, allowing him to control the Philips Hue devices after the
administrator revokes his access right



I Measurement

e Prevalence of vulnerable IoT delegation
— All the 10 mainstream loT clouds being studied are affected
* Device vendor clouds: Philips Hue, August, LIFX , MiHome, and iHome
* Delegatee clouds: Google Home, IFTTT, SmartThings, Amazon Alexa, and Wink

e Scope of impact
- Google Home disclosing device ID affects at least 3 |1oT clouds
— Leakage of IFTTT’s Secret URL affects 34 loT clouds
— OAuth token disclosure problem exists in at least 18 SmartApps in SmartThings
— Tuya’s problematic management on OAuth token can affect up to 58 loT manufacturers



I Conclusion

&%x*#@ 2

e Root cause

- Heterogeneous and ad-hoc delegation process (because of the absence of a
standardized cross-cloud delegation protocol)

e Lessons learnt

— The caution one should take when applying a custom cross-cloud authorization
scheme to today’s already complicated loT delegation

 the delegator and the delegatee violate each other’s security policies
problematic security policy enforcement due to lack of rigorous verification
e New design principles

— Decoupling the delegatee and the delegator clouds

- Communicating security assumptions and constraints

— Verifying delegation design whenever possible



Shattered Chain of Trust:
Understanding Security Risks in
Cross-Cloud loT Access Delegation

Bin Yuan, Yan Jia, Luyi Xing,
Dongfang Zhao, Xiaofeng Wang, Deqing Zou, Hai Jin, Yuging Zhang

Please refer to our website for the source code of our tool, the vendor response to
our responsible disclosure, the PoC attack demos and the full list of affected vendors

https://sites.google.com/view/shattered-chain-of-trust-under/home?authuser=0
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