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v (é;g\(lfii[@] :: o . tring", 10)) 08048E3C  mov eaX, ss: | ebptcommand 08048E3C  mov eax, ss: ebp+command
e erev i, et 0 08048E3F__mov ss:lesprd , 0x80493A6 08048E3F__mov ss:lesptd , 0x80493A6
ot - ss;anf(argv[i] + 1, "prestring=48", buf); 08048E4AT  mov ss: |espt8., eax 08048E47  mov ss:lespt8, eax
ret = sscanf(argv[i] + 1, "prestring=%49@s", buf); - 08048E4B  mov eax, ss:|ebptstr 08048E4B  mov eax, Ss: ebptstr
if (ret 1= 1) { 08048E4E  mov eax, ds:|eaxtebx*4 08048E4E  mov eax, ds: | eaxtebx*4
fprintf(stderr, "parse failure for prestring\n"); 08048E51 add cax, bl 1 08048E51 add eax, bl 1
return 1; 08048E54  mov ss:|lesp, eax 08048E54  mov ss:lesp , eax
¥ 08048E57  call . 1s0cY99 sscanf 08048E57  call . 1s0c99 sscanf
- - A N I > \
CVE-2018-7186 #M T iR AS BinDiff — ik flIxt b 45 5




«N T CHBRTL

» WWEZERN T B UIBIRIVHIT 7 KRR
n R T 2205 MNARFBIASS

s

=+

NI B

Sl

N TAUIBETUNSRE
IFEER

|-> BT R LB

H 18 BB R

No. Category Percentage
1 add input sanitization checks 43.5%
2 change input sanitization checks 25.1%
3 add data structures 6.1%
4 change data structure definitions 6.5%
5 change data structure references 22.3%
6 change function parameters 10.9%
7 add or change function calls 15.3%
8 add functions 4.7%
9 change functions 7.6%
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No. Category Percentage
I 1 add input sanitization checks 43.5%
2 change input sanitization checks 25.1%

3 add data structures 6.1%

4 change data structure definitions 6.5%

5 change data structure references 22.3%
6__change function parameters 10.9%

7 add or change function calls 15.3%

8 add functions 4.7%

9 change functions 7.6%
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No. Category Percentage
1 add input sanitization checks 43.5%
2 change input sanitization checks 25.1%
3 add data structures 6.1%
4 change data structure definitions 6.5%
5 change data structure references 22.3%
6__change function parameters 10.9%
7 add or change function calls 15.3%
8 add functions 4.7%
9 change functions 7.6%
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add data structures 6.1%
I 4 change data structure definitions 6.5% A< 5|EIESHT L

0 change data structure references 44.370
6 change function parameters 10.9%
7 add or change function calls 15.3%
8 add functions 4.7%
9 change functions 7.6%
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= mobj = (alloc, size, type) oty alloc sze__|pe
L <main-serveconnection>:ebp-0x4151 |0x2000 [stack
. a”OC. Wﬁyﬁ%ﬁ@ﬂﬁjﬁgt?i L2 <main...Log>: ebp-0x172 Oxc8  stack
| Slze Wﬁﬂj%ﬂgklj\ La <main...Log>: ebp-0x23a Oxc8 stack
- type . WTRT%E/\J }I;é;_ql-l_i (a1) Memory object representation for ghttpd-1.4.3
s SRR
. 7£E:EIJJ B;rn_ %zf'?_ T main-serverconnection ERZEHEEY ebp-0x4151
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= A(mobj) = (mobj, cc, op, optype, o)

O mObj .

RAEXTR

cc: REXISILIRRIREL E T

op: VAR GATIEFERITAIERE
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optype: 17[a

o.

l
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IHERIES
BISEEY (read/write)

AFENSERAMATEL

mobj cC op

N I\ A

optype

<main-sérveconnectioh-Log>

L 0x804a35c: call :

R .

[0x4,0x01d] *

vsprintf
<main-serveconnection-Log>
L> :
0x804a3.5c. call W [0x4,0x01d]
vsprintf
<main-serveconnection-Log>
- 0x804a3cb:call sprintf R [0x4,0x01d]

<main-serveconnection-Log>

0x804a3chb: call sprintf

W

[0x4,0x01d]

(a2) Memory object access sequence for ghttpd-1.4.3

FERR1E main-serverconnection-Log ERELFR

L 47 call vsprintf RN T RTENTSR L1

Hep, L1 AT [0x4,0x1d]
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mobj = (alloc, size, type)
A(mobyj) = (mobj, cc, op, , 1)
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Dynamic Taint & Excavation .
Execution Monitoring Memory Object Access Vulnerability
= R Sequence Alignment Root Cause
unlztlc:ort\‘F at_ tac »| Memory Object > Context-Rich t}
F’oC. P > entification Access ] +——p Patch Differences Buggy Patch
Exploit : R R » . : »| Construction > Sm|th-W§terman g o
b Reverse-engineering Algorithm —
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» B0 NEUSER mobj = (alloc, size, type)
= FRIEETIREN A(mobj) = (mobi, cc, op, optype, o)
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F’oC. P > entification Access ] +——p Patch Differences Buggy Patch
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Execution Monitoring Memory Object Access Vulnerability
= R Sequence Alignment Root Cause
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F’oC. P > entification Access ] +——p Patch Differences Buggy Patch
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o % . NTEXNSIEEY mobj = (alloc, size, type)
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Execution Monitoring Memory Object Access Vulnerability
z on Call Stack Sequence Alignment Root Cause
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F’oC. P > entification Access ] +—— Patch Differences Buggy Patch
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Case study

moby alloc size fype \maby alloc size type

L1 |<main-serveconnection=:ebp-0x4151 |0x2000 [|stack <main-serveconnection=:ebp-0x4151 |0x2000 |stack

Lz <main...Log>: ebp-0x172 Oxc8  [stack <main...Log>:0x804ac08: call malloc | 0x26 |heap

| &
NIEFTE
(a1) Memory object representation for ghttpd-1.4.3 (b1) Memory object representation for ghttpd-1.4.4
L25R2ANE] S— — :
<main-serveconnection-Log= main-serveconnection-Log=>

<main...Log=: ebp-0x23a Oxc8  [stack <main...Log=:0x804aca5: call malloc | 0x65 Qheap

B

<main...Log>:eax Ox4 reg

: R
b O"Siﬁﬁ call R [0x4,0x01d] ’ 0x804ac29:call vsprintf R | [0x4,0x01d] R 3 E /J /I\
4 v \ jt J
<main-serveconnection-Log> <main-servecennection-Log=>
L2 0xB04a35c: cal R . SZ 1A x
it W [0x4,0x01d] 0x804ac29:call vsprintf W | [0x4,0x01d] |
<main-serveconnection-Log>
R
0x804ac83:call strlen | R | 00014
- <main-serveconnection-Log>
0x804ac83:call strien | W [ [0x4.00014)
R <main-serveconnection-Log=>
i 0x80aca: callmalioc | R | [0x4,0x01d]
<main-serveconnection-Log= <main-serveconnection-Log>
L . R
Ox804adchicallsprint | R | [0x4,0x01d] 0x804acds: call sprinf | R | [0x4,0x01d]
L <main-serveconnection-Log> A <main-serveconnection-Log>
0x804ad3ch: call sprinf |~ W | [0x4,0x01d] 0x804acds: call sprint | W | [0x4,0x01d]

(a2) Memory object access sequence for ghttpd-1.4.3 (b2) Memory object access sequence for ghttpd-1.4.4
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= STERATILL
« BRSO

= BinDiff, Diaphora, DarunGrim, DeepBinDiff
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g AV A= mm g

\\ n A i | Vulnerability | Security Patch ‘ Time(s) | Result (Number of different items detected)
. —l \‘l - n Program BinDiff ‘ Diaphora DarunGrim ‘ DeepBinDiff | BLEX | CoP | BinSim | ParcuScore
-’

‘ CVE ‘ Type ‘ Loc ‘ Type ‘ Trace | Diff ‘ (Inst.) (Inst.) ‘ (Basic Block)

(Basic Block) | (Inst) | (BB.) | (Syscall) (MOA)
I_I B 3 o streamripper-1.61.25 2006-3124 stack OF 6 | data struc. & func. PRM 147 123 0 0 0 0 0 0 0 | 0 361 0 0 11
[ | ’ " I | newspost-2.1 2005-0101 stack OF 2 change checks 141 92 4 | 2050 8 2052 2 1025 11024 2075 2 0 il |
- - merypt-2.5.8 2012-4409 |  stack OF 2 add checks 99 | 81| 15 14 45 | 38 6 | 5 4| 2| 11| 3 0| 3
tiffsplit-3.8.2 2006-2656 stack OF 5 function calls 108 23 5 5 5 5 3 3 2 2 29 2 4 4
Ly E /I\ unrar-3.9.3 NA | stackOF 4 function calls 201 | 135 | 11 6 11 | 2 | 1 3| 1] a| 2| 5 | 3
-L I \ xmp-2.5.1 2007-6731 stack OF 3 data structures 138 84 il 1 1 1 1 1 1 1 16 1 0 1
u \t L_l j_l_ / gifZpng-2.5.2 2009-5018 | stack OF 6 add checks 117 | 104 | 25 17 131 | 38 16 | 11 2 | 2| 203 ] 12 0 | 5
|__libsndfile-1.0.25 2015-7805 heap OF 5 function PRM 110 116 33 | 1579 97 2523 9 850 1 1 94 3 0 3|
b /\ nasm-0.98.38 2004-1287 |  stack OF 2 function calls 222 | 148 | 3 2 2 | 2 1| 1 4| 4] w3 1] 3 | 2
Xj% g | A} \ E} \ Overkill-0.16 2006-2971  numeric error 1 change checks 129 91 2 2 2 2 1 1 Q 0 87 1 0 2
[ | E :? j—l— | ringtonetools-2.22 2004-1292 | stack OF 4 | data struc. & add checks 179 | 111 | 2 4082 2 | 4082 1| 2041 1| 2041 | 2359 | 1] 0 | 2 ]
Unalz-0.52 2005-3862 stack OF 2 add checks 81104 22 22 i6 6 4 1 2 2 245 3 0 2
1 O3read-0.03 2004-1288 | stack OF 1 add checks 79| 99| 13 11264 5 | 5120 4 | 3072 1| 1024 | 3323 | 2 | 0| 1]
gzip-1.2.4 2001-1228 stack OF 2 function calls 135 151 2 1 2 1 2 1 3 1 601 2 0 2
% binutils 2.12 2005-4807 | stack OF 8 function calls 03] 138] 7 2 4] 2 4] 1 2| 1] o2] 2] 2 | 2
I l.l\ 1 conquest-8.2a 2007-1371 stack OF 5 change checks 1537 189 10 | 3072 36 5124 11 2049 0 0 1139 3 0 1]
poppler-0.24.1 2013-4473 |  stack OF 4 function calls 444 | 163 | 2 2 1 of o 121 1 0 | 3
ntpd-4.2.6 2014-9295 stack OF 11 add functions 208 157 52 45 5 5 76 7 0 6
1 libsmi-0.4.8 2010-2891 |  stack OF 7 change checks 178 | 125 | 37 2048 4| 258 | 1112 | 6 | [l A |
¢ fontforge-20100501 2010-4259 stack OF 18 function PRM 277 148 0 0 0 0 72 0 0 41
I._& i e
2fax-3.04 20041255 | stack OF 27 | _add func. & func. PRM 119 [ 135 | 97 | 4588 3] 768 | 1584 | 14 | 0| 4]
libpng-1.2.5 2004-0597 stack OF 25 add checks 69 110 21 8 0 0 111 i1 0 5
ytree-1.9.4 NA | stack OF 4 function calls s2| sz| 9 9 o] of 81 | 1| 0 | 3
sox-12.17.4 | 2004-0557 stﬁr:k OF 8 add checks 101 90 3 6 3 372 4
N 173 g I 75 3 3 A A A 3 il i
binutils-2.15 2006-2362 stack OF 15 2dd checks 143 107 2 8 = 5
prozilla-13.6 2004-1120 |  stack OF 10 function calls 6| 1| 46| 6] o 3
nginx-1.4.0 2013-2028  numeric error 4 add checks 3 2 210 3 0 6
proftpd-1.3.3a 2010-4221 |  stack OF 4 add checks v 1| 1] 1| o | 2
tiff2pdf-4.0.9 2018-15209 heap OF 8 add checks 0 4 527 28 0 5
nginx-1.12.0 2017-7529 ‘ numeric error 3 add checks 3 | 1 ‘ 532 | 0 | 3
2014-8322 stack OF 2 add checks 2 3
"~ 2018-7186 stackO 1T T T nPRM |
5 N ull-pmnha-r I T T Taddchecks
Jasper-1.900.9 2016-8887 ‘ Null pointer 5 function calls
libzip-1.2.0 2017-12858 double free 3 function calls
GraphicsMagick-1.3.26 | 2017-14103 ‘ UAF 51 function calls
putty-0.66 2016-2563 stack OF NA NA
mutt-1.4.2.2 2007-2683 |  stack OF NA NA
inetutils-1.8 2011-4862 stack OF NA NA 159 2483 436 | 2506 597 | 441 155 | 207 81 6029 135 41 17
Apache-1.3.35 2006-3747 | off-by-one NA NA 168 | 198 0| 198 0 21 | 0 s | o] 18] 16| 38 | 0
xrdp-0.4.1 2008-5904 heap OF NA NA 141 7 7 9 g 2 2 2 2 342 2 2 5
alsaplayer-0.99.80-rcz | 2007-5301 |  stack OF NA NA ur | 16 2 16 | 2 1| 1 o o 7| 1| o 2
opendchub 2010-1147 stack OF NA NA 126 56 8 73 25 17 4 27 9 266 4 18 2
nasm-2.14 2018-19214 |  heap OF NA NA 125 | 1144 394 | 1409 | 493 166 | 46 33| 24| 3672 | 63| 27 | 13
In Total 10209 5729 5758 | 30852 | 6611 28926 | 1060 10687 | 475 5306 34370 542 176 164
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FPR FNR
BinDiff static | 42.23% | 15.56% (7/45)
L trace | 32.67% | 15.56% (7/45)
. static | 39.29% 15.56% (7/45) - . -
Diaphora Impacts on input manipulations
trace | 29.37% | 15.56% (7/45) . .
_ cut the inputs | filter the inputs | None
_ static | 33.75% | 15.56% (7/45)
DarunGrim = 22.76% | 15.56% (7/45 alloc ’ 0 :
race | 22.76% | 15.56% (7/45) Diff in MO | size 3 0 0
DeepBinDiff | _SAtc | 1831% | 26.67% (12/45) fype ] 5 5
trace | 12.12% | 26.67% (12/45) -~ 0 7 0
BLEX 81.56% 2.22% (1/45) Diff in MOA | op 7 0 5
CoP 27.12% | 51.11% (23/45) p: 10 0 0
BinSim 0.00% | 73.33% (33/45)
PATCHSCOPE 14.73% 2.22% (1/45)
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