usenix
~ THE ADVANCED

COMPUTING SYSTEMS
ASSOCIATION

RMARSS

[ER)iEH

W 4% % 20 ST E R FERRIE

International Forum for Security Research

5| SRERHY

IR

Automatic Policy Generation for Inter-Service Access Control of Microservices

Xing Li'/?, Yan Chen?,

zhigiang Lin?3,

Xiao Wang?, and Jim Hao Chen?

lZhejiang University, “Northwestern University, 3The Ohio State University

||.\d%.



=H5
HRE=
= M AZRtERYEIR
ﬁ HTTP d» Backend »Database
- » Fronten
(EtREaS R b )4 s
User ~ Logging \

/

o BREMES

o TR/ EEERRK
ﬁ—ﬁ o FEGEEE

o RZYEFMY R

(a) BA{AZE




godbe
ﬁﬁd‘b = -1
T L O |
Backend Database
/ \ HTTP
N\ » Frontend #
RS iu
Machine

] | — |

o
el el [
ﬁ—i B mE | - e LE

(a) ER{ARZR (b) 14ARSS 5K o FIDEEIE(CIAR
o Z4R. ZVE




o CT=—1
ﬁﬁd‘bﬁs'
=N RRIERYEH
mTLS mTLS
Proxy ;",’b Proxy E,ﬁ" Proxy
ﬁ HTTP 4 ¢ ¢
— T Backend Database
EE%E }ll Frontend
User ~—

Logging € Proxy

- B g | - GEERSEEE
ﬁ o EARMEIN A\ EAHIhRE
—i - B B | - TUSTFTWEAE

(a) EAfARZE (b) FARSSZR (€) BRSS WIS




RE=

=M AZRERYEHR

EEE
L1 | IS | I |

TODO CODE REVIEWED QATESTED DEPLOYED TO PROD

BRSSRYEas R HA

1. FEsepy/HEEERE (Continuous Integration / Continuous Delivery, CI/CD)

2. BUE. HmHI(RIARSS R

BRSSRYAZ REIVIA

1. FFETHEURZME
[EEE. TEE, #4. Uber. eBayE N\ EldEit R ST R MRS LR
201 8FHIAIMREER, ZHAI353R B AHEFEI1% BIABIIEEFERE T XIERRERSZEM

2. THYEMIRIEFES: Kubernetes # Istio
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More than 92% of the
container images contain
package vulnerabilitie [1].

Microservice

[1] B. Tak, H. Kim, S. Suneja, C. Isci, and
P. Kudva, “Security analysis of
container images using cloud analytics
framework,” in International
Conference on Web Services. Springer,
2018, pp. 116-133

(a) Monolithic (b) Microservice
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cpiversion: securityistic.io/vibetal ~_

spec:
selector:
matchlLabels:
app: database
rules:
- from:

- source:
principals:["cluster.local/ns/default/sa/backend"]

to:
- operation:
ports: ["9000"]

Frontend
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TWITTER RUNS ON MICROSERVICES

- OQ003) services

- O(105) service instances

- Heterogeneous hardware
- Varying resources
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TWITTER RUNS ON MICROSERVICES

- OQ03) services
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resource utilization of Twitter infrastructure”,
Micheal Arul, Vinu Charanya, LinuxCon 2016,
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Apolication Protocol # of Used # of Initiated Share of the

PP Libraries Requsets Main Library
. HTTP 3 5 60%
Bookinfo TCP > > 50%
. . gRPC 2 20 95%
Online Boutique TCP 1 7 100%
HTTP 2 39 85%
Sock Shop TCP 3 47 51%
Pitsto HTTP 2 48 69%
P TCP 4 73 52%
HTTP 1 4 100%
Sitewhere gRPC 1 270 100%
TCP 5 240 61%
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Step I. H5EIMEE APl i@RiEa, BNA&EIRSEEBRXEEE.

. %jt?k#'.l‘ _‘_: ,\éﬁ\_\L

ARG N A b
- FISSREIES . EERFRESAERNEEE
Library: requests igyﬁﬂ

Method: get (url, params=None, **kwargs)
Semantics: HTTP-GET
Key parameters: url (Semantics: HTTP-URL)

1  importlrequests = — =L
2  from flagﬁ-zﬁﬁg}t request* session ﬂEftﬁE
\\
N

3 reviews = { \\
4 "name" : "http://reviewsﬁqp80",
5 "endpoint" : "reviews" \
6} AN

\
7 @app. route('/api/vl/products/<product_3d>/reviews')
8 def reviewsRoute (product id): \
9 headers = getForwardHeaders(reque@t)
10 user = session.get('user', ") \
11 status, reviews = getProductReview%(product_id, headers)

\

12 def getProductReviews (product id, headers) :\
13 try: ‘
14 url = reviews['name'] + "/" + revieWf['endpoint'] + "/" + str (product id)
15 | res = requests.get (url, headers=headers, timeout=3.0)|
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Library: requests Vi)

Method: get (url, params=None, **kwargs)
Semantics: HTTP-GET
Key parameters: url (Semantics: HTTP-URL)

2 from flagﬁ-zﬁﬁg}t request* session ﬂgftﬁg
~
N
S

reviews = { S

N
"name" : "http://reviewsﬁqp80",

"endpoint" : "reviews" \
} \

\

\

@app.route ('/api/vl/products/<product 3d>/reviews')

def reviewsRoute (product id): \

headers = getForwardHeaders(reque@t)

user = session.get ('user' ") \

status, reviews = getProductReview%(product_id, headers)

\
def getProductReviews (product id, headers) :\

—

13 try:

1
14 url = reviews['name'] + "/" + revieWf['endpoint'] + "/" + str (product id)
15 res = requests.get (url, headers=headers, timeout=3.0)|
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Library: requests iE)‘(Eﬂ

Method: get (url, params=None, **kwargs)
Semantics: HTTP-GET
Key parameters: url (Semantics: HTTP-URL)

1 reviews = { =

2 "name" : "http://reviews:9080", *Ergtx”:ll-
3 "endpoint" : "reviews"

4 3

5 @app.route('/api/vl/products/<product id>/reviews')

6 url = reviews['name'] + "/" + reviews['endpoint'] + "/" + str(product id)
7 res = requests.get (url, headers=headers, timeout=3.0)

{ HEEVERYER

'ltype|': IIHTTP",
"url"™: "http://reviews:9080/reviews/*",
"path": "/reviews/*",

"method": "GET"
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# of Multiple % on
Name Services LoGCs Type Languages GitHub
Bookinfo 6 2,702 Demo v 24.7k
Online Boutique 11 23,219 Demo v 8.8k
Sock Shop 13 20,150 Demo v 2.5k
Pitstop 13 45,028 Demo X 630
Sitewhere 21 53,751  Industrial X 717

- [RBISCIHR:
- 8529 16,500 1788, BE= riHMEMAREREIR 6 fRIEIES.

o EBSos |ZBET—ZRFMENNEBoTIE, 84 SonarJava, Sonar)S. SonarPython,
Roslyn, Go Tools LK Parser,

- SCISTRIR:
« EH Istio (v1.6.8) BI3 = Kubernetes £8f (v.1.18.6) .
- B AEE 8 1 2.30GHz #Y Intel RCore ™M CPU (i58259U) LK 32 GB RfF
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Application Microservice Language LoCs Identified Requests Extracted Attributes Time
HTTP gRPC TCP URL Method Port
productpage Python 2,061 3/3 - - 3/3 3/3 N/A 21s
Bookinfo details Ruby 122 171 - - 11 11 N/A 4s
reviews Java 301 1/1 - - 1/1 1/1 N/A 27s
ratings JavaScript 218 - - 2/2 212 N/A 2/2 27s
frontend Go 3,666 - 11/11 - 11/11 N/A N/A 35s
cartservice C# 5,941 - - 7 717 N/A 77 38s
productcatalogservice Go 2,460 - - - N/A N/A N/A 18s
currencyservice JavaScript 359 - - - N/A N/A N/A 25s
. . aymentservice JavaScript 343 - - - N/A N/A N/A 26s
Online Boutigue 5% 70 00 Go T gase - - - N/A N/A N/A 18s
emailservice Python 2,146 - - - N/A N/A N/A 20s
checkoutservice Go 2,816 - 8/8 - 8/8 N/A N/A 21s
recommendationservice Python 2,112 - 1/1 - 1/1 N/A N/A 28s
adservice Java 918 - - - N/A N/A N/A 29s
front-end JavaScript 9,922 33/33 - - 33/33 33/33 N/A 125s
orders Java 2,187 6/6 - 22 4/8 6/6 2/2 55s
payment Go 863 - - - N/A N/A N/A 11s
Sock Sho user Go 2,515 - - 24/24 24124 N/A 24724 33s
P catalogue Go 1,439 - - 8/8 8/8 N/A 8/8 23s
carts Java 1,840 - - 7 717 N/A 77 48s
shipping Java 929 - - 3/3 3/3 N/A 3/3 34s
queue-master Java 926 - - 3/3 3/3 N/A 3/3 31s
webapp C# 40,461 16/16 - - 16/16 16/16 N/A 52s
customermanagementapi C# 423 - - 5/5 5/5 N/A 5/5 19s
vehiclemanagementapi C# 451 - - 5/5 5i5 N/A 5/5 18s
workshopmanagementapi C# 1,563 4/4 - 20/20 24/24 4/4 20/20 46s
Pitstop workshopmanagementeventhandler — C# 685 10/10 - 14/14 24/24 10/10 14/14 30s
auditlogservice C# 136 171 - 2/2 3/3 1/1 2/2 s
notificationservice C# 511 717 - 12/12 19/19 17 12/12 42s
invoiceservice C# 641 9/9 - 14/14 23/23 9/9 14/14 45s
timeservice C# 157 11 - 1/1 212 1/1 1/1 s
web-rest Java 6,648 - 215/215 - 215/215 N/A N/A 242s
instance-management Java 4,069 - - 35/35 35/35 N/A 35/35 99s
event-sources Java 6,619 - 1/1 3/3 4/4 N/A 3/3 130s
inbound-processing Java 825 - 212 4/4 6/6 N/A 4/4 49s
device-management Java 6,381 - - 74174 74174 N/A 74/74 156s
event-management Java 4,799 - 4/4 60/60 64/64 N/A 60/60 204s
asset-management Java 5,993 - - 10/10 10/10 N/A 10/10 142s
schedule-management Java 1,964 - = 10/10 10/10 N/A 10/10 77s
Sitewhere batch-operations Java 2,122 - 6/6 16/16 22122 N/A 16/16 105s
device-registration Java 1,075 - 10/10 4/4 14/14 N/A 4/4 57s
device-state Java 1,739 - 1/1 11 8/8 N/A T 6ls
event-search Java 769 4/4 - - 4/4 4/4 N/A 34s
label-generation Java 1,379 - 10/10 - 10/10 N/A N/A 66s
rule-processing Java 1,091 - 2/2 22 4/4 N/A 2/2 50s
command-delivery Java 3,417 - 6/6 3/3 9/9 N/A 3/3 123s
streaming-media Java 736 - - 10/10 10/10 N/A 10/10 49s
outbound-connectors Java 4,125 - 13/13 22 15/15 N/A 2/2 145s
Total 48 unique services 6 languages - 96/96 290/290  369/369  751/755 96/96 369/369 -
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FEENARS M A BookInfo  Online Boutique  Sock Shop
=& 4% H AUTOARMOR X v X v X v
Kk AL RAUERE S H A 140 (78%) 316 (79%) 2,092 (85%)
2 R H4 1 37 =R 3 0 140 0 316 0 2,092
RAUERE S H A 24 (13%) 42 (11%) 290 (12%)
K A2
5 RELH4 1) 17 =Rk 2 0 24 0 42 0 290
e B O R i ] 16 (9%) 40 (10%) 78 (3%)
K A3

AERELNR B 0 16 0 40 0 78

BRAGE KRB FH 4 180 (100%) 398 (100%) 2460 (100%)

=it \
5% BH. 24 1) 1 SR 2 0 180 0 398 0 2,460

I Al IRIERIRINAYMIRSS. I A2: iHRIRIRINAYRR.
I A3 B TARIZINAVERLE.

/30
|: g

(a) Bookinfo (b) Online Boutique

(c) Sock Shop (d) Pitstop
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500+ @ Baseline 1 I3 Baseline [ Baseline = d ° = & [l
3 AutoArmor 3 AutoArmor 3 AutoArmor * 'g‘_‘l E ° E y\j. * *m *; %ﬂ EE ,: F—‘L- m Eg E 1$ gﬁ I.E
400 71 Policy Modification 71 Policy Modification —71 Policy Modification
w A3 A /0 1= Pavas S
£ FEE1,000MHIRS IR EL = M A4 5 9005 SRS AR 8]
£ 300
g INF12s.
g 200
e
o
100
120001 =1 Deployment 1];;_703
ol | I Re-deployment /
DEP Re-DEP REM DEP Re-DEP REM DEP Re-DEP REM 10000 1 Removal 9361 /
(a) Bookinfo (b) Online Boutique (c) Sock Shop 'g 1 Policy Modification F
500 @3 Baseline @@ Baseline GEJ 8000 1 7,082
[ AutoArmor 1750+ [ AutoArmor ) X 6 045
71 Policy Modification 71 Policy Modification (@)} /L !
3 400 3 1500 £ 6000+
E £ @ 4,763 4,728
o @ 12501 o =
£ 300 £ o S 4000- 3,394
o o 1 o
[ 200 & 7501 2241 2,257
g g 20001 | 1,183 .
& & 5001 69
oL
250+
200 ser\(ic_es 400 serv_i(;es 600 serv_iqes 800 serv_iqes 1,000 ser_vi_ces
0= Ep Ro.DEP REM e Re.DEP REM / 180 policies /360 policies /540 policies /720 policies /900 policies

(d) Pitstop (e) Sitewhere (Generated by istio_load_test mesh)
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Application External Requests Average End-to-End Latency
Method Quantity  w/o Policies w/ Baseline Policies w/ AutoArmor Policies
Bookinfo http://<bookinfo-url>/productpage GET 100000 319ms 323ms A 4ms(1.25%) 32Ims ¥V 2ms (0.62%)
http://<boutique-url>/ GET 4,400 82ms 86ms A 4ms (4.88%) 84ms V¥ 2ms (2.33%)
http://<boutique-url>/cart GET 13,000 80ms 9lms A llms(13.75%) 86ms V¥ 5ms (5.81%)
Online Boutique http://<boutique-url>/cart POST 13,000 139ms 158ms A 19ms(13.67%) 144ms V¥ 14ms (8.86%)
http://<boutique-url>/cart/checkout POST 4,400 112ms 129ms A 17ms (15.18%) 121ms ¥ 8ms (6.20%)
http://<boutique-url>/product/* GET 56,000 76ms 85ms A 9ms (11.84%) 82ms V¥ 3ms (3.53%)
http://<boutique-url>/setCurrency POST 9,000 91ms 93ms A 2ms (2.20%) 94ms A 1ms (1.08%)
http://<sockshop-url>/ GET 11,000 95ms 10d4ms A 9ms (9.47%) 98ms V¥ 6ms (5.77%)
http://<sockshop-url>/basket.html GET 11,000 101ms 111ms A 10ms (9.90%) 105ms W 6ms (5.41%)
http://<sockshop-url>/cart DELETE 11,000 190ms 204ms A 14ms (7.37%) 197ms W 7ms (3.43%)
http://<sockshop-url>/cart POST 10,000 364ms 436ms A 72ms (19.78%) 40lms W 35ms (8.03%)
Sock Shop http://<sockshop-url>/catalogue GET 11,000 168ms 177ms A 9ms (5.36%) 169ms 'V 8ms (4.52%)
http://<sockshop-url>/category.html GET 11,000 96ms 105ms A 9ms (9.38%) 98ms V¥ 7ms (6.67%)
http://<sockshop-url>/detail. html?id=* GET 11,000 95ms 105ms A 10ms (10.53%)  98ms V¥ 7ms (6.67%)
http://<sockshop-url>/login GET 11,000 350ms 373ms A 23ms (6.57%) 367ms VW 6ms (1.61%)
http://<sockshop-url>/orders POST 9,500 392ms 476ms A 84ms (21.42%) 468ms WV 8ms (1.68%)
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