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Discovering and understanding the security hazards in the interactions between IoT 
devices, mobile apps, and clouds on smart home platforms[C]//USENIX Security 19
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MQTT

let’s use MQTT as the 
messaging protocol



• Lightweight

• Publish-subscribe

• Over TCP/IP, Websocket

Message Queuing Telemetry Transport (MQTT)
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• It was created in 1990’s and used to monitor proprietary oil 
pipelines through the desert, and communication with satellites.

Message Queuing Telemetry Transport (MQTT)



Protection of MQTT on IoT Clouds

• Authentication
• X.509 Client Certificates  
• Username/Password in MQTT Connect
• Other Identities (e.g., Amazon Cognito)

Certificate of the Lock

Establish SSL Connection

IoT Cloud

MQTT CONNECT



Protection of MQTT on IoT Clouds

• Authorization
• SUBSCRIBE
• PUBLISH

Publish Topic:{Plug/uuid/status}

SUBSCRIBE  Topic:{Plug/uuid/cmd}

IoT CloudSUBSCRIBE  Topic:{Lock/uuid/cmd}

Publish  Topic:{Lock/uuid/status}



Is MQTT secured in the wild ?



Threat Model

• The adversary can register user accounts with IoT device 
manufacturers and IoT clouds. He can analyze network traffic 
between the IoT cloud, the IoT device and the app under his 
control. 

• He cannot eavesdrop on the communication of other users’ 
devices and apps. 

• We consider the device-sharing situation that becomes 
pervasive today. Hotels, Airbnb, apartments and other vacation 
rental homes are increasingly equipped with IoT devices and 
their guests are routinely granted temporary access to the 
devices.
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Attack #1
Unauthorized MQTT Messages



Will Message

• A kind of MQTT message, an exception handling feature

• Carries topics and payload (commands, texts)

• Published by the server when client disconnects accidentally

CONNECT  
{Will Message}

PUBLISH  
{Will Message}

Internet 
cut off

What can go wrong in IoT environment?
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Will Message Attack 
Video Demo

https://www.youtube.com/watch?v=mzriExBNgUw&feature=youtu.be


Retained Message

• Designed to address a problem: when publishing a message, all 
subscribed clients are offline.

• What can go wrong in IoT?

PUBLISH  
{Retained 
Message}

PUBLISH  
{Retained 
Message}

SUBSCRIBE  

Stored



Retained Message Attack

PUBLISH  
{Retained 
Message}

PUBLISH  
{Retained 
Message}

Permission
Revoked

CVE-2018-12546

SUBSCRIBE  

Stored

A malicious Airbnb guest



Why the problem happened?

• Will and Retained messages are exception handling features not meant 
to work in the adversarial IoT environment, where the access right to a 
device can be transferred from one person to another
• “The Will message is accepted at the time it is set. That act of acceptance grants 

the permission for it to be delivered at a later time. The client is out of the 
picture. “

• Open discussion
• OASIS Open Issues MQTT-536
• mqtt-comment@lists.oasis-open.org

Comments from MQTT TC

https://issues.oasis-open.org/projects/MQTT/issues/MQTT-536?filter=allopenissues
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Faults in Managing MQTT Sessions
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Non-updated session subscription state
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PUBLISH  

SUBSCRIBE  

PUBLISH  

…Never Unsubscribe  

SUBSCRIBE  Deny
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Permission
Revoked

Non-updated session subscription state

A malicious Airbnb guest



Background– Phantom Device Substitution Attack

IoT cloud

Phantom Devices

Victim

Smart LockSmoke Alarm
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Open the lock
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Device
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Mitigation:
Updating the device 
login credential.
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Why?

• “The Server MAY use a security component to authorize particular 
actions on the topic resource for a given Client.” -- MQTT 5.0 
specification
• CONNECT
• SUBSCRIBE
• PUBLISH

• Clients manage the session
• SUBSCRIBE
• UNSUBSCRIBE
• DISCONNECT

Session is not in picture

Vendors need to extend 
the states of MQTT 



DeviceId/cmd

CONNECT {ClientIdA}

DeviceId/status

Topics

IoT Cloud

IoT Device App

CONNECT {ClientIdB}

Session Session
SUBSCRIBE 

Topic:{DeviceId/cmd}

PUBLISH

Message:{status:72 }

PUBLISH

Message:{cmd:Start}

PUBLISH

Message:{cmd:Start}

SUBSCRIBE

Topic:{DeviceId/status}

PUBLISH

Message:{status:72 }

Attack #3
Unauthenticated MQTT Identity



Identity Management in MQTT
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Identity Management in MQTT

Certificate

Establish SSL Connection

Server Certificate

IoT Cloud

MQTT CONNECT

CONNECT
------------------------------
ClientId
Will Flag
Clean Session Flag
Password Flag
…



Client Identifier (ClientId) 

• “The Client Identifier (ClientId) identifies the Client to the Server. 
Each Client connecting to the Server has a unique ClientId.” 

• If two clients claim the same ClientId, the later one will kick the 
connected one off.

MQTT Specification



ClientId in Vendors View

• Uniqueness
• MAC address
• Serial number of device
• Guessable

• One account can have multiple devices
• Platform-layer identity
• Lack sufficient authentication 
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Attack

• iRobot Roomba 690
• Looks like a 16-digit serial number (e.g, 3147C60043211234)
• Queried 200,000 numbers through a Web API
• Found 10,000  ClientIds in wild after hours 
• The ClientId of mobile app can be changed
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PoC Attack

• iRobot Roomba 690
• Looks like a 16-digit serial number (e.g, 3147C60043211234)
• Queried 200,000 numbers through a Web API
• Found 10,000  ClientIds in wild after hours 
• The ClientId of mobile app can be changed

• Kick the 10,000 robots offline!
• Only kick our own robot offline
• One client identity, 2,000 concurrent connections 

(on our own AWS IoT endpoint)

• Session hijacking
• Clean session flag



Why?

• ClientId is not a secret

• No feature provided by (some) IoT clouds to restrict the ClientId

• Misleading development guide

AWS Blog

${iot:ClientId} or *

68.4% (26/38) recommended by 
AWS
85.4% (76/89) on Github

https://aws.amazon.com/blogs/iot/iot-for-non-ip-devices-2/
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Attack #4
Authorization Mystery of MQTT Topics



• Insecure shortcut in protecting MQTT topics
• MQTT topics are confidential
• Not a secret for ex-user

• Expressive syntax of MQTT
• #



• Insecure shortcut in protecting MQTT topics
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• Privacy implications of leaked MQTT messages
• Personally Identifiable Information
• Information captured by the device (temperature, air quality, etc.)
• Cohabitants relation ("[Person Name set by user] opened the door”)
• Living habit
• …



Measurement



Measurement



Mitigation

• Managing protocol identities 

• Update sessions

• Message-oriented access control



Mitigation

• Managing protocol identities 

• Update sessions

• Message-oriented access control

IoT Cloud

Unlock Unlock



Lessons Learnt

• Risks in applying a common-purpose protocol to IoT applications
• Scenarios the protocol does not cover (permission revocation)
• States of the protocol (ClientId, Session)

• Mitigating such flaws requires a joint effort from both the protocol 
designer and the IoT manufacturer 



Thank You


