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Host app and guest apps share a same UID.

¢ Permission Escalation
Use unapplied permissions
¢ Privacy Leakage

Steal sensitive files and data
4 Component Hijacking

Intercept functions

* [MobiSys 19] "Jekyll and Hyde" is Risky: Shared-Everything Threat Mitigation in Dual-Instance Apps.
* [Sigmetrics ¢ 19] App in the Middle: Demystify Application Virtualization in Android and its Security Threats.
« [BlackHat2017] Anti-Plugin: Don’t Let Your App Play as an Android Plugin
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. 2s VA*EglgEgﬁ*ﬁ—Eiln\%u [MobiSys “19]

® VANEZLH B A (" phone
O appiBfTEEVAS A Z e XK T

Path 1. Host app’s APK path in guest app process \_ )

2. APK source code and dynamic-link library path
uiD 3. Multiple processes with the same UID
4. Check undeclared permissions
Code Injection& 5. Stack tracking of exception

Hooking 6. Suspicious library to provide native hooking

Open-sourced DiPrint (https://github.com/whucs303/DiPrint)
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® FFLHIE R

1. Host app’s APK path in guest app process

2. APK source code and dynamic-link library path Read files from the original path
(lack stability)

3. Multiple processes with the same UID

4. Check undeclared permissions Cannot be bypassed !

5. Stack tracking of exception

6. Suspicious library to provide native hooking Use JAVA hooking mechanism
instead of native hooking
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[MobiSys “19]

e0e00000000000000
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Name Number 4{_? @ c:? Q?f' IS ool Time! Virtualization Engine

~" o o g Sl o (ms)
Real Android Systems? 109 0 0] 0] 0 0] 0] 0.22 None
Commercial Dual-Instarnce Apps
Category 1 15 15 15 15 15 15 13 0.41 VirtualApp
Category 2 5 5 3 5 5 5 3 0.28 DroidPlugin
Category 3 2 2 2 2 2 2 2 0.52 MultiDroid
Category 4 20 20 14 20 20 20 13 0.33 Custom-made Engines?
Android Malware Samples
Category 5 294 294 294 294 294 294 147 0.29 VirtualApp
Category 6 63 63 63 63 63 63 42 0.37 DroidPlugin
Category 7 24 24 24 24 24 24 16 0.43 Custom-made Engines
Non-Virtualization-Based Malware 1.862 0 (0] 0 (o] (0] (0] 0.21 None
Representative Examples
Boxify[5] Y Y N Y Y Y N/A
NJAS[9] Y Y N N Y Y N/A%
com.in.parallel.accounts (GooglePlay) Y Y Y Y Y Y 0.32 VirtualApp
com.ludashi.dualspace (GooglePlay) Y N Y Y Y Y 0.29 VirtualApp
com.qihoo.magic (360) Y Y Y Y Y Y 0.14 DroidPlugin
com.lbe.parallel.intl (GooglePlay) Y Y Y Y Y Y 0.26 MultiDroid
com.youlong.multiaccount (GooglePlay) Y N Y Y Y Y 0.36 Custom-made Engine
com.excelliance.multiaccount (GooglePlay) Y Y Y Y Y Y 0.33 Custom-made Engine
Malware 1: com.twittre.android Y Y Y Y Y Y 0.23 VirtualApp
Malware 2: PluginPhantom Y Y Y Y Y Y 0.41 DroidPlugin
Active Attacker® N N N Y Y N 0.81 VirtualApp
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® VAJRE-PluginPhantom/HummingBad

[0 Bypass static analysis

O Rely on DroidPlugin to install malware from

“Assets” directory or from Internet

PluginPhantom: New Android Trojan Abuses “DroidPlugin” € New adware abuses dual-
Framework
o g a2 instance apps to automatically
@;1
:I Voentea 06 launch different advertisement
5 .PIuglnPhantom trojan expoits Androld plugins to
snoop

apps without user interactions.
"PluginPhantom" Android Trojan Uses Plugins

to Evade Detection = SECURITYWEEK
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y 25K
¢ VAJ%‘% —o— App-virtualization based malware
IWZLIJZ\%:{—bﬁE_IJJHiJZ 20K - =— Repackaged malware
O s .
O &iEEE
10K+
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Intent BRAZS B304 V&
e Efﬁaaptl = = StubActivity %% :]ﬁ »H:j:ﬁ tl:llz
FREManifest P #I4E HEE @ Intent {{
Intent TargetActivity &R AP
H . __ "] _ SR T
' f$£ Fdexdump T &4 Zdexki - startActivity | g O D)
A #Smali&d Hmk—1
Stub‘B B E .
=y
RBEH || Manifestss S S
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[CCS’20] VAHunt: Warding Off New Repackaged Android Malware in App-Virtualization’ s Clothing
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new

instance @
»r—r
targetintent o

setClassName( ) or

getComponent( )

new

©

instance setComponent( ) setType(s) Start Activity( )
o)== Oas
|
stublntent : stublntent stublntent
|o targetintert
|
|
L e e e e e e e e e e e e e e e e e e e e e e —

(a) IntentF [RE BRI

B Ak
O 4L

=manifest package="com.va.mal" =

<activity
android: name="com.lody.virtual.StubActivity $CO"
android: process=":p0" /> '!:
...... i
. \
</manifest > 1
I
|
~ , I
Smali code |
setClassName(pkg, fetchStubActivity(info)) i
!/
!
fetchStubActivity(Info C !
ty(Info){ slicing !
- i - - t - gy - i P o ] A Ll ImatCh
return “com.lody.virtual. StubActivitysC0" ~

h

(b) 3 HEfL
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private Intent startActivityProcess(Intent targetIntent). Ol ntentg;ﬁ

t > AE N IntentBZBE
intent = new Intent(targetIntent);«
Intent stubIntent = new Intent();-
stubIntent.setClassName(PackageName, StubActivity); 1 1‘%ﬁ5 -> Inte ntﬁ?ﬁi@

ComponentName component = intent.getComnonent():.

stublntent.setType(component); Intent 4 {1 SH i 7] i
startActivity(stubIntent); - targetIntent getComponent null component
pe stublntent setClassName getHostPkg(). fetchStbActivity() null
new instance getComponent() stublntent setType flattenToString{component) null
w stublntent startActivity null null
targetintent
inst +ClassN 0/ fTypel) StartActivity(
new instance setClassName()/ — setType stublntent) — N . —
'—b{é;\' HKS 1\- ‘iurl/dS_E\! ¥ I@ﬁll , 2 .E?ﬁ% - > I n te n t Ej]*}-l_,

“___/setCo mpnnent[i\_,/) \_,/ M

stublntent stublntent stublntent stublntent m
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FF ik 53 T G S TSR A
1. = HEREE T BRI APT installApp/installPackage
2. e HI getInstalledPackages() onCreateView()/'onViewCreated()/
exec{““pm list packages’) inflate()/onCreateViewHolder()/setContentView()
3. HEZXIE installA pp/ onClick(()/setOnltemClickListener()
installPackage Manifest (“android.intent category. LATUNCHER™)
Window.addFlag(FLAG NOT TOUCH MODATL)
4. Bl T 2 5 S = Window.setFlag(FLAG NOT TOUCH MODAL)

Window.requestFeature(FLAG NOT TOUCH MODAL)

setComponentEnabled{comp. 2., 1)

Plugin Location User > E;E‘;'}T_Ie @ silentlInstall:
Customized Path Consent - r °
(Assets/SDCard/Download) | [ PN - F"'—-'Q"j' (1 OR 2 )AND 3
i Installation & silentInstall+:

System Path i T -
‘ {getlnﬂau;dﬂpps & Liitviex-ﬂ “}TES Hﬁ s Ellzﬁ:; * silentinstall AND 4
Iﬂl
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® Xposed - HookiREq
O IntentZ{ERREL:

: pkg: com.miui.contentcatcher
setClassNa me(). : sourcePathName:/data/user/0/UGksX.cll0.QRyoBI/virtual/data/app/com.klsm.comss/base.apk outpt

[pkg: UGksX.cll0.QRyoBl

getCom ponent()iFIIIsetType()\ :{sourcePathName:/data/user/0/UGksX.cll0.QRyoBI/virtual/data/app/com.klsm.comss/base.apk putpt
- pkg: com.miui.catcherpatch

setData(). setDataAndType(). :sourcePathName:/data/user/0/UGksX.cll0.QRyoBI/virtual/data/app/com.klsm.comss/base.apk outpi
: pkg: com.Ishzj

putExtra()F0putExtras() : sourcePathName:/storage/emulated/0/Android/data/com.vhf.elasc/NLIz.zip outputPathName:/data/

_ c— . 1pkg: com.Ishzj

O z175NNEEREL: DexFile ClassAy 1sourcePathName:/storage/emulated/0/Android/data/com.vhf elasc/NLIz.zip qutputPathName:/data/

1pkg: com.Ishzj

load Dex(Stri ng 1sourcePathName:/storage/emulated/0/Android/data/com.sec.bixpz/lgbyr.apk|outputPathName:/date
. - pkg: com.Ishz

sourcePathName, String  sourcePathName:/storage/emulated/0/Android/data/com.sec.bixpz/Igbyr.apk outputPathName:/datz
. : pkg: com.Ishz]

outputPathName, int flags) : sourcePathName:/storage/emulated/0/Android/data/com.vhf.elasc/NLIz.zip outputPathName:/data/
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Virtu. Engine Category Number VAHunt1! VAHunt2? Certificate [16]

/15

: Benign 18,508 100% 11.7%
VirtualApp & - 100%

Malware 62,717 99.3% 0.3%
: : Benign 44,498 100% 17.1%
DroidPl | | 100%

FOIEEIEI - Malware 3,014 98.7% 0.5%
Cust d Benign 8,261 100% 100% 13.7%
‘ustom-made o

Malware 2.360 99.2% 0.3%
Dual-Instance  Benign 147 100% 100% 0
: Benign 1,638
No app-virtu. - ' 100% -3 -3
Q apprvirtt Malware 3,212
Benign 73,052 100% 14.9%
Overall | | 100%
verd Malware 71,303 99.3% 0.3%

Avg. Time 6.9s 12.1s 0.6s

® il

v IR (BENE. BHINES) 49670ER
v RN 3TAMEER E
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N A\
2
T RS S
. . . . %.*\' %&e’ .\eﬁ \eﬁ
Virtualization Engine Category oV N D N
Dual-Instance Benign 0 100% 0O 0
: Benign 93.5% 6.5% 0 0
Virtual A
HHHALAPP Malware 99.6% 0.4% 99.3% 7.6%
. : Benign 90.2% 9.8% 0 0
D
roidPlugin Malware 99.9% 0.1% 98.7% 11.7%
Benign 86.3% 13.7% 0 0

Custom-mad
ustom-made Malware 997% 0.3% 09.2% 9.8%

IsilentInstall+ means host app loads plugins silently and hides app.
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Category No Plugin Encrypted Plugin  Plain-text Plugin!

benign 76.8% 3.7% 19.5%
malicious 10.5% 89.2% 0.3%

IPlain-text plugins are APK files that are not encrypted.
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P8 i ~gil TR Jrik FOENGUR=F =3 i Ao A T AT B
1.4fi A dummy API =i G
A fiidE T API 2 4fi N dummy bytecode 1 3 i
) s 3.0 4 & GLT Jc
4R A ALY 4 B P i
PO T ' 17 S B B i I T
1) s i 6.JAVA fz 3} GLT 2=l
7R R N GLT H
AP uE 8.4 B 44 INE =i 7
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