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3.1 UAF protocol vulnerabilities and limitations

Table 1. threats related to the UAF protocol and their|
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V. ATTACKS

This section proposes the following three potential
attacks. We name them as the "Mis-Binding" Attack,
the "Parallel Session" Attack and the "Multi-User"
Attack.

5.1 Attacks with the user device corruption

We first assume an attacker has the ability to control
the ASM and the FIDO Client (denoted by "FA") by
infecting the user device and this assumption is
reasonable for a user device such as a mobile phone,
or a laptop.

Mis-Binding Attack: The essence of this attack is that
when an attacker C can corrupt FA at the UAF
registration, C replaces the user's response with C's ,
which makes RP binds C's key materials to the user
account after the verification. To avoid the awareness

of the user, C can send the original message to the
user's anthenticator hut dron his resnonse and send an

Sig(sk,.(ID,, fc,,n,KeyID, cntr"))

Jep,,ID,, fc,,n,KeyID, ,cntr',

Sig(sk,,(ID,, fc,,n,KeyID, ,cntr'))
Fig.5 Parallel Session Attack

At the end of the attack, the RP successfully verifies
the signature signed by the user, whereas in fact it is
sent by C . The second session can be dropped after
the receipt of message 3'.

5.2 Multi-User Attack

From the authentication protocol’s cryptographic
abstraction presented in section 3, we can see that if a
user passes the verification of the authenticator, the
authenticator will fully trust him. If the authentication
is not "a step-up authentication", which has explained
in section 3.2, when the process gets into the
authentication sub-protocol, the user can cheat the
authenticator by choosing a username that not belongs
to him to let the authenticator create other user's
credential. And this user can impersonate the other
one to pass the authentication.

4.FA— RP:

=

G5

University at Buffalo

Beijing Universily of Posts nd Telerommunientions



FHEAS

Posts nnd Telesommunivntions

216 3t UAF R BRI X
500+ TAIHRAESTRY

fco

ALLIANCE
FIDO UAF Protocol Specification

FIDO UAF Authenticator-Specific Module API

FID
This

Prev

Editg

The B
Copyri

Cont| previ

FIDO Security Reference

FID
This

Edito
Contj

The B

University at Buffalo

FIDO UAF Authenticator Commands
FIDO Alliance Proposed Standard 02 February 2017

This venlon

Previous version

JHidoalli f-v1.1-id-20170202/fido-uaf-authnr-cmds-v1.1-id-20170202.htmi

Editors
Dr. Rolf Lindemann, Nok Nok Labs, Inc,
John Kemp, FIDO Alliance
Contributors:
Davit Baghdasaryan, Nok N Inc,
Roni Sasson, Discretix
Brad Hill, PayPal, Inc.

Jeff Hodges, PayPal, Inc.

Ka Yang, Nok Nok Labs, Inc.
The English version of this specification is the only normative version. Non-normative translations may also be available.
Copyright © 2013-2017 FIDO Alliance All Rights Reserved.




S

"%45’

By uihers

'W%ﬁ*ﬁUAFEI'J.'X‘E

FEARZE

ARG IAUE

YRS
(ReefrR—ig s L FFUAFIALE)

G5

.« University at Buffalo

AR
(AT LAEAR AR {E FRUARAGEE)

LA EE Rk T EERM



T\ﬁﬁg}{ﬁ%ﬁ*ﬁUAFﬂgiﬁ
VR (ERBER/ZZHA)

Place your fingertip on the
key to verify your identity.

Home

g BACKUP PASSWORD

BERER
REHERPAE . SR ESH) Bz ﬁﬁﬁ%ﬁﬁﬁu

iz o HEBHERA
il Ui i

o f EhEAS
i, UNLIVEYsity at Buffalo
LA LB RTYKIRTEEAN

Deijing U



ek o HrUAFRI E 3

N NY=]

= EH@QH_J*—* )< TLS> -

TAMESE ASM  UAFEFSE  FBPREE ©  Web/UAFRRSSES :

----------------------------------------------------------------------------------------



fizTU4L 53 Hr UAF B R ME

Y I=1T7IRIE # Dolev-Yaof&BY

Dolev-Yaol{{ K& 1584 :

> B0, AR
> g, HERIHE = .
> EMEFRIEEE S g 3@4.
A=1.AL )\\\\N \—P
> BEAEER fyv
- ; @
&
D

LEMIN

S g5
L\&@.{ﬁ ﬂ ’i éF @ K '} University at Buffalo Ly\J: J:|L i@%})ﬁ?ﬁﬂ%l@



fizTU4L 53 Hr UAF B R ME

Y I=1T7IRIE # Dolev-Yaof&BY Q
TSR /A ST/ PR R S SE AT A %
R SURIRSS /PR R )5
RARIRS/BREGEE A PR
A A
R AR EE T . }Eﬁ Fiﬁ% A : REIEE WH .....

:
%%

II_

|

|

tttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttt

A% G5
\g@.ﬁﬁ ﬂ ’{ iF @ + niversi alo



/MU EZE2RIZFE
SHREDUBERS BRIR/NEH

;’ET%{%Q > paHETRE Q

\%J ﬂ ’E iF @ K + University at Buffalo



wmIMEEZEEE
SKREMUBERS BIRNSNEY

AR S HIR SIS RIFAS:
@ BIBNEESERAE sk, S SEME ®
® BREFE Uname ;SEME @
® BRI REREIIAILS SRS OO,
@ BREE P RETELIAM SN OXORO
©® BIGEE R EEREIUAFE ONORONE),
© BISEE TSR OXONORONONG,
@ ... (MELIER) .. (NMER)

é@ﬂfm%% » g,
Daihiry | F

o University at Buffalo



it indiE

fido

ALLIANCE
FIDO UAF Protocol Specification

free c:channel [public].

process
LY :t*n e ,
:ILI?O UAF Authenticator-Specific Module API ﬁgﬂwﬁ i% > 1ﬂ1x"l b E ﬁgﬂw@ﬁ ﬁ::hﬁ ; zj 3 ;: i: i ::
. Aut ti t MA
- - ) > F‘Hé — ) uthenticator( )|
= ZE£Bt5

(

in(c,branch:bool);

if branch = True then
- s ASM(MC, MA)

> B2Rig

ASM (MC, c)

)

UAFFR/H YTl T e ProVeriffZ WA IEEY
JoNTh 50047 15/ T HIfA R P A

free free c:channel[public]. I
. P
fraccocy V'l :channel [public] . I .
= UAFVerif
Pl free i B33 :channel [public] .
1 k& ol £r :channel [public].
o X
g 1
new MA:channel;
new MC:cha -
Authenticator (MA) | ) . <
< ProVerif
) in(c,branch:bool); ro erl
- if branch = True then
) ) ASM(MC, MA) ey
1) — else
-1, ) AsM(MC, c) = 3.
I R 1 ROMOZEIR
) ) )

proveriffgtigem
400,000+ FEtpE

G LS

Baihird

e st vt o T UTLIVET Sity at Buffalo



B ReAFSRLER

> HIEZMEBTR (confidentiality) @ FATHSKAURHEZTE., RRZNATHIWIENE, TTEERHIVIEE
> NIEEHETR (Authentication) : Z% LowelRthENMEIES AT, WERFIMN, AERFIIMNE
> [EFAEEFR (Privacy) © ARGEHEME (HEAGAWKETS TEARSIARERBIE—RF)
ZRREZNE2EE: RKEBEEIERENVER
HEFRPEENNR 2RISR
> WEEBRMMYFPHSEMTRR (0 Uname, AppID, AAID) FARER (40 pk,,)

> A RIgEC AIFASBEREMHNZFER (%0 sk,,, CNTR)

> EE BAARNZFEMEp R TNZ e/, BTFoiheIEZeBig
(BIESLAIZ2(RIE = Dolev-YaotRHY

> BRI EEAETFTATIMNE(EE

é&ﬂ‘:ﬂi%% » ﬁ.
Daihiry | F

o University at Buffalo



WTWTL =Z2Fg

e G = ey L ki)

> RIIZRFIMNEEEIZFIDRSESE S 2 BB S EEELEN, NGB LTE=EEAREERE
> WEENESER LUEAEIESLES S FH S EEEL/NE(S

LAEB VAP Fin /A, Bampr]eeryfsi:

céi
|
|
:

ttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttt

%&éﬂ’{iyﬁ%_} G5

.« University at Buffalo



WT%?L =Z2Fg

e G = ey L ki)

> RIIZRFIMNEEEIZFIDRSESE S 2 BB S EEELEN, NGB LTE=EEAREERE
> WEENESER LUEAEIESLES S FH S EEEL/NE(S

1. EESLIRR LAIEUAFE Fim R RS FIpSCAY B PR LA R R SCAIASMIE S

céi
|
|
@

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Baigirs UGB TESER

E
\g@.ﬁjﬁ - University at Buffalo



WT%?L =Z2Fg

e G = ey L ki)

> RIIREZINEEEIZ(RIUDSESES  BRVB S EEELTEH, WEE L E=EEAEER
> WEENESER LUEAEIESLES S FH S EEEL/NE(S

2. HEEMRALAMS VAR PintlipsERARIREE, (BFREMIRSCHIASMIAITIE(S

céi
|
|
@

IAVESS ASM  UAFEFUS  FBFMEIE | | Web/UAFIRSSE:

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Baigirs UGB TESER

E
\g@.ﬁjﬁ - University at Buffalo




WT%?L =Z2Fg

e G = ey L ki)

> RIIREZINEEEIZ(RIUDSESES  BRVB S EEELTEH, WEE L E=EEAEER
> WEENESER LUEAEIESLES S FH S EEEL/NE(S

3. R LARETLADIISUAFE FimA R SERIASMIE(S, (BFGEMDRSERYRE IR TIES

céi
|
|
@

IAVESS ASM  UAFEFUS  FBFMEIE | | Web/UAFIRSSE:

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Baigirs UGB TESER

E
\g@.ﬁjﬁ - University at Buffalo




WT%?L =Z2Fg

e G = ey L ki)

> RIIREZINEEEIZ(RIUDSESES  BRVB S EEELTEH, WEE L E=EEAEER
> WEENESER LUEAEIESLES S FH S EEEL/NE(S

4. ST A EUAFE P SISTIIASMIBIS, B0 AATET P A ERE S

céi
|
|
@

IAVESS ASM  UAFEFUS  FBFMEIE | | Web/UAFIRSSE:

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Baigirs UGB TESER

E
\g@.ﬁjﬁ - University at Buffalo




AezLiCIREY
TSGRFE ~900LoC

> SFTIREEHTIZITHISEN + FEBREERIMN AR
> SFFARRNAA R

Z2RSHNEZEBIR
> MREREPHEEEE TSRS RER  (3R15ProVeriffF & & Bruno Blanchet#IZIAE])
> &IProVerif 200K LATFhRARIER, e 7T —FRRAERE (B REF{REH 7 ProVerif 2.01hRA
HISEFT)
> (FRMEENTE (observational equivalence) FZEIEARIHEEMEE (unlinkability)

UAFVerif ~1000LoC
> BElERF717400,000+ MR ELERIR RN =
> BafigibinEL s HirHRIMERE2RE
> D HTEE80+/\AT

é&ﬂ‘:ﬂi%% » ﬁ.
Daihiry | F

o University at Buffalo



R/MERIZEE 56l
UAFTYFEERR BN ERSCIAN B I RTAE M B AR B MU IRIR

\ \ \
K

" V
V

SKar

IR SkAU ‘ — k U = MI[A] \/ — k
ak | = tokn = AIM!

CNTR - CIM] N = M[A]

TAUE T — CIUI n = MI[C] N = A[M]

UAFAE ERBNTESEIAZ IR AUE 1S BRI S ML RIR

“\% J ﬂ ’{ iF @ K ‘} University at Buffalo



7.3

KHAccesstoken #l#I 2T @
> WiHE LIRS 2ttt E HitokenBHEFHIEASMSIAIEEESHITIES
> AT LUBIT = AN & 1XATtokenFEIEASMSIAUEESIH{TIE(S

ERMERLEAENEREEREaNE ()
> #81d100,000 MANERE A LA EHREIRYESIER SAFIAIERRID
> B SEETA AN, AMERREEAGATES

VAR R AT ()
> (HTEE AR RS T S R TR S P X8k

VAR EERS IR R IR (L)
> INESRh, TEMRES (RN ToRBR R iR
> INESR, BENORFRE (EENHEE) FoRE sk

gﬂfﬂ% » g'

o University at Buffalo



134

AIRAMRBIPINTE (5 7 SoRAINIE, HESFHIE)
> INESREHERE: T ESHEPINKF A EEEERA LS L, FHHERF
> FTERIENE: TAEMERERBFPIA S AEERNAEHTES, FHMOERF
> IRAMBERINE: BIURIA INTRHD Tr FRRIRIZAEFINIEREL. RZFREAITH
> BBIRSIE: £ (NTRAFHEIERFESR

EFRIRITRIAPP LSERBIAIERSS BN EINE :
> M1856 12 HEKHIAPPHXE42MEFHUAF MY AIAPP
> HA8 M APPHERIRAHAIERSSPE A (W1 #E1fE)
> Hh3aMNAPPERIEAIERSSE SR (W FEER)
> IhERSEMRAERE LERELGE (3X5 11 CNNVDHRIfEREIR CNNVD-202005-1219)

é\&ﬂfﬂ% » ﬁ.
Daihiry | F

o University at Buffalo



W&
AUE%%EE@B/_TEIQ R IE

AP E

——————— o FPRE < TiS >Web“if.\FH’§%

1T IUs]

I
I
I
I
I
I
I
| ! - 2=
I : I
1 : 2 1
I : I
1 L 4 \ 1
1 mﬁ 1
WEERE [«----- O UAFZ i :
I UAF%F'HE’E = I
A : A :
\ 4 ! \ 4 !
| i 1 |
Lo = ! !
| 1 1ONM O : |
ASM - oy | ASM :
y 1 S aaas 2 y 1
} . | } |
N D R : N | —— Ip{SCSCNE =
3 A-LJ—.E E,% : i .LA.LIE%% i 1’%% : ﬁk;&*ﬂgljﬁq 1
| : o BRSSO
I I
I I

MBiuikhirs UGB

wf%ﬁ Deijing Univecsity ol Posts nod Televommuniontions Univers ltv at Buffalo



&
ERERERE T e

IBAEE (N FHNER

TAUE

EEEA SR B

H‘F’F 79&&?%? ﬁﬁﬁ%m{‘f%ﬂ. C
B {

Complete ag.im:n_uslngﬁ

TR UAFE s M—* @

Il_;\
FIDO UAF Clienl Fido UAF Clienl
A L ARFANE \_ e S
ALWAYS TUS T ONGE
< @) O

e UNLiVersity at Buffalo

ﬂf?g:&’k? Gh




DS A i

21 f e e
> EEE “§BIME (Strong Authentication) " A&\
> AELL "MYBEREI T Dood T ATG ST E R, MAZLAEMRR], RARAINS
> EMMERR G EH T "RAFFR —5FZEHIR, LR DAERSEENBRN =
{Z2ZKHAccessTokent/lHl
> TENMAUERSXTASMAYSGIERLH!

{EUAFSC(F 2Z [BSINERIMRYISIENHY
> ASMEEIGIFUAFE Fim
> UAEEISUFUAFE Fig

BNt &R kSN E

é&ﬂ‘:ﬂi%% » ﬁ.
Daihiry | F

o University at Buffalo



LS

EZR
» EURXIFIDO UARTYEIFE I o4
> FHRFAFFRVAFVerif T &, BiiSiinEgs BiriRItR 2RI
> RMlAaMBGEES, W= 7 BRIUARY A LRI G, HE SIS
> ERRERIABIFIER T EAPP_ AT EEMMESSEHIEINE (FASCNNVDIFIE)
> YJUAFDGR H BEE R
> IBHT "SRRERHIZEEIES 1UProVerif@iE L, HREFAE AR
> &DIProVeriffVigiR, FEH T TERIEH

UAFINX S REEE
> B IpmpESEREE ()
> KHAccessToken#/ll7C/ AL 22 (R E @
> UAFIERIMOSCUR Z B BRZAENS ()
> HERTHEEE ToUEERaKE ©)

é@ﬂfm%% » g,
Daihiry | F

o University at Buffalo



STETy »
Byadhiry | h

S «wn  University at Buffalo

UAFVerif: https://github.com/CactiLab/UAFVerif

ISHEE

fenghaonan@bupt.edu.cn lihuill@bupt.edu.cn panxuesong@bupt.edu.cn zimingzh@buffalo.edu

ESEUVN XS5



https://github:com/CactiLab/UAFVerif
mailto:fenghaonan@bupt.edu.cn
mailto:lihuill@bupt.edu.cn
mailto:zimingzh@buffalo.edu
mailto:lihuill@bupt.edu.cn

