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Figure 1: An image recovered using a new model in-
version attack (left) and a training set image of the
victim (right). The attacker is given only the per-
son’s name and access to a facial recognition system
that returns a class confidence score.
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based on Mutual Information for Black-box Attacks, USENIX Security 2021.
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Algorithm 2: Greedy-choice Initialization

4 ) 4 Input: G(V,E): a weighted undirected graph where

~
O ‘O \V| = n, k: the size of simplified set, 7: the

‘ initial data point (vertex)

O . . Output: Sy where So CV A [So| =k

1 So < {r}:
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£(0) = $(F (), 17)i). x ¢ So:

7 return Sy
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Algorithm 3: One-hot Replacement Optimization

Input: G(V,E): a weighted undirected graph where
|V| = n, k: the size of simplified set, Sy: the
initial set where [Sy| =k

Output: S,H where SC VA [S| =k

1 85« Sp:
é ) 4 2 H+0;

) ~ )
3 Inlt) =Y 1t[jl,t€S8,j€S,j#t;
QO OO ‘O ‘O O.%.O 4 Outlt] = Jz]j;[f]m,rm, JES:
s H= 3y Injt], r € 85;
O‘ O O. . O . 6 ghilgjug d):ﬂiir e

O l:> O ‘O l:> O 7 p=arg max;In|t|, t €3,

O O || q=arg minjOulj]—1[plljl, j ¢
O _O O ® © O O o|| if Outlg) —1[pllg] >= In[p| then
O O O O O O O O 10 Lbreak;

- J N\ /

11 H = H + Out|q] —1[p||g] — In|p];
12 S=5 U s\
g Q ?E pre Q/J‘}—JZ%'&} . ! . s 13 gl[‘i% ]ZO;J [[‘1]]—1; [5)]}[[51]]
aNF I EDE . 14 ut|p| =In|p|+ ;
- =R EK ’qlﬂ;ﬁ}gm{jﬂ{% 15 In[t]p: Inlt] f[[t] [P —f][t] lql, t€S8,t #q;
16 Outt| = Outt| —I[t][p] +1t][ql, t ¢ S,t # p;

17 return S, H
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B, | — & @ s M, Temporal Influence: the influence caused by
* % n training block B;can be measured by the difference
@ Incremental learning of the two consecutive models M, and M,_,. It can be
) formalized as Inf(B,|M,_,) =M, ©& M,_,, i.e., the
: o o * influence by B, under the condition M,_,.
B, | — e < ® : M,
B. ¢ 0

Yingzhe He, Guozhu Meng, Kai Chen, Jinwen He, Xingbo Hu. DeepObliviate: A Powerful Charm for Erasing Data
Residual Memory in Deep Neural Networks, arXiv:2105.06209 2021
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No. of Unlearned DEEPOBLIVIATE £ = 0. DEEFPOBLIVIATE = = (.03 Naive Unlearned Model
Un- Data Position Top-1.(%) Top-5.(%) Con.(%) Speed-up( <) Top-1.(%) Top-5.(%) Con.(%) Speed-up( =) Top-1.(%) Top-5.(%)
1 Ist 74.25 91.57 05.78 13.16 74.42 91.89 97.25 9.52 74.60 92.05
100th 74.12 91.52 06.04 14.28 74.29 91.90 97.38 10.20 74.62 92.01
100 Ist 73.10 90.19 03.80 8.03 73.52 90.75 05.21 7.30 73.82 91.37
100th 73.08 90.05 92.70 9.34 73.45 90.62 95.36 7.41 73.90 91.29
1.000 Ist 68.90 86.85 89.51 7.09 70.68 88.50 92.67 5.40 72.80 90.51
’ 100th 68.65 86.58 90.18 7.25 70.72 88.38 02.88 5.62 7291 90.34

EARREIEEMNIST, SVHN, CIFAR-10, PurchaseflimageNet AR
FHBER J966.7 %, 75.0%, 33.3x%, 29.4%, 13.7 x
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