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ISCX VPN-nonVPN 2 F&iEEE SERFREASEIRIVPNEIEES

meERE RRRE e RRRE

i Email, Gmail(SMPT.POP3,IMAP) i QQiRFE. MZHBFE.
VPN-fipf4: VPR
wx ICQ. AIM, Skype. Facebook o QQ. s, TIM
VPN-HIZK VPN-EIZX
BT Vimeo. Youtube, Netflix PITE Youtube, BERASR. B3 Z.
VPN- {5 VPN -{STHE R
bl Skype. FTPS. SFTP bl MiE. QQ
VPN-3Z{44&%0 VPN-3{&-{E5H
IEEER IBEEIEIE
VPN-EEEE Facebook, Skype. Hangouts VPN = QQ
I TE IR
uTorrent, Bittorrent AE. BENE

VPN-3 {4 & VPN-34 T
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& SCIN7S

il BREMEMNEREDRER

HuEeE ISCX ~NFFEuEESE SCFRREEBZIFIVPNEIEE

EFRER 99.87% 96.34%

FalfER 99.74% 93.19%

BE=R 100.00% 100.00%

ili  AENEEIWEL Dt
ik SVM RIS BEHLRRIK PRI LS
DRERBER 90.21% 92.95% 95.89% 96.34%

BE=R 86.24% 88.80% 94.44% 100.00%
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HREN:

TR, URREAEEMNRETH SELRIERFERET, SRR, RTHERIFFEFRERA, IIEREA
2R, A AINZR ARSI E AR HREN N 4 2 2 B FIN R E R R E R B AR NN B ETE
*ﬁ’iﬁ’i};&ﬁﬁl‘rﬂ% EHEFRIFEFPIREFARNER, REIFARERSENPEBENEEERITET SR
==, = EBIIEIRER R P —APEE.

e

ERIET I INZASR ER R E IR ARSI, BEAZNMREEAR. N TIESINZEWT
mEIRAIRERRSE B, ADEABXRHEBHTTPLEN<ERTLS R EABXERIEFNEERFILE,
FHRH GBI A BRAKEEEIIESEIXEER.
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(1) BiEiRE

@ % BIF A tcpdumpFdFiddlerd MBI ST %
SCRORASZ &R

@ FIFADASHEmMSMATR, INEXEIR
RAEERFRINZMA RN, FHiRTE
ST A BRI AR /IMAER SIS 2L ;

® {EBIMEXAIBA S AR S TAA S ESUE ;

@ MR E R AR L E RN S
SRV ETFRIESURITIES, &EZRE
HFILEC NSRS
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HRGE:
(2) MNZ|MIESIERL

XS INEASREGRE RIS TVNAR, NG ED3RE T RMaEissnyEi=, W T~EBMx=. E5
17, TUAEERBERERII A A/ NS BRI R ZABRH e X SESUEFHITINE., 1*
AI2H, FRRRERESBINZIN A BRI EEEIELL.

{ I3
{ — 1
f / ' HTTPHeader.. HTTPHeader;
i 7 2 \
i \' Length_ADU, | N Length_ADE,
IIII;;IIIIP e mmp  RTUI% 3 4 |

fEEcERE i B d*
3 | [T T O T~~~
EESESHEEEE P Bicgi il ADUAE - N o N
BX [Length ADU | - Length ADU, - 20 , Length ADU,,, - Length ADU, + 20| bytes
FEI R IR
A NSRS 5 =01 A NNEASTE SR 2
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¢ INEASRERR!

HRGE:
(3) 5ICRREE

ERENEIEF, XBETRERIEENKE LA S AHITIIEIENSANIENX ZBRITES, =
INZFE X AIELEK N T ESIASGEX KN TE—EET, IAELLETICE 9T,

a fingerprint extracted from

ecvrypted video streaming (K=3) —p

—_— N — _— =
— —_— = — —_—
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[ fail |— | | |
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HRAE:
(4) SCIEEER

NIRRT ZNESL RS, ETESIBIEE T — MR FH20 0 RIVESUE, FEZIESUEF
H1T 708, ERERAREEFEAREIT S MESAII A EAEREN, NEZEMALUXRRERR, &
HER, BLEN100%, BEXRA0RIR,

1.0+ +-‘. ‘.|1'~.
L. p 1
0.8+
—8— Accuracy
- — — — — 1 —@— Precision
KRB IE i ik k iR ES e B4R FIES 4 A el
HHTF Jj 2 99.9997% 65.7% 100%  254x10°6 8 | T
3 100% 100% 100% 0% =
Reed Jjik 2 49,58% 9.64 X 107° 100% 50.41% |
3 99.89% 0.47% 100% 0.10% |
ABSUEEA 1 HLRER
=07 g 12[ 4 8 776E-7 3.51E-8] 0 0
3 1 5 6 7

ABSUEE S 2 AISEIRE R
58



¢ NEREAF17/91735!0 (Instagram)
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¢ IERERF1T/91R% (Instagram)

HRB*:
® FASVME ZXIEEHITo 2R

FIF T S0 NI
140
User Behavior Accuracy Precision Recall FPR
120 ;
Enter 99.8% 98.7% 100%  0.17%
100 Login 99.6% 98.1%  98.7%  0.26%
: " Posting 99.8% 99.2%  98.5% 0.09%
E Browse 99.9% 100% 99.2% 0%
- 60 Repost 99.9% 100% 99.3% 0%
| Return 100% 100% 100% 0%
Favorite 99.8% 97.8% 100%  0.26%
20 Set up 100% 100% 100% 0%
1, Exit 99.8% 100% 97.9% 0%
=T Average 99.8% 99.3% 99.3%  0.09%

BT 7 R0 EiEHE
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