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LAFuzzing 9UERBIEIZS DT gy 5 1%~ 2

= Everyone is doing fuzzing &

= E20144F, #8iT 60 top-tier papers
(Security Top 4 + SE Top 4)

€ ™ S ubuntu@ip-172-31-20-211: ~

american fuzzy lop 2.41b (target)

© days, 0 hrs, 30 min, 36 sec
@ days, © hrs, © min, 7 sec
none seen vet

0 days, © hrs, 9 min, 53 sec

100 (20.12%) 0.54% [/ 3.24%
0 (6.00%) ; , 1.57 bits/tuple

arith 8/8 265 (53.32%)
5096/7234 (70.45%) 329 (66.20%)
981k ® (® unique)
352. l/sec 9788 (61 unique)

119/45 sk 33/45.5k, 29/45.4k 3
1/5692, ©/3684, 1/3876 460
98/193k, 2/125k, ©/64.5k 249
11/15.8k, 15/72.3k, 23/139k 496
e/0, 8/6, 9/32.1k n/a
154/177k, ©/0 100.00%
11.89%/2488, 35.69%
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Grey-box Fuzzing

= X WO R RS AIRERFINE

char buf[4]; C 0 0 0 0 Initial seed
. . <= 256 mutations
input(buf, 4); //4-type 1nputs A 1 0 . Seed 1
== ‘A") G 256 mutations
i f(buf[1] == ‘B") A - 0 ) seed 2
<= 256 mutations

—— C") A B C 0 Seed 3
: L <= 256 mutations
'I'F(bl.lf[3:| —— 'D ) A R C CD Seed 4




Grey-box Fuzzing

= MELABIAEZS B NAPIRTS

int magic;

input(&magic, 4); //32-bit integer [} [} (] [}
if (magic == 0x12345678) £
bug Q) ; 27 32 possibilities i<
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Hybrid Fuzzing
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Hybrid Fuzzing
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Hybrid Fuzzing
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Hybrid Fuzzing

= Towards Optimal Concolic Testing (2018)

n KD AR
. Hybrid Concolic Testing (2007) ; Driller (2016)




Hybrid Fuzzing

= Towards Optimal Concolic Testing (2018)
. fEApath , SfuzzingfIFFSHITEIRMN

. BRI TTHIAR
n |0JER
- HRHA
. ELIEM fuzzingFIFF ST
» FFESPTHICNMTI B EERR. fFSiiTes. SIRKFSSFEEX
. EWREKABRER




Hybrid Fuzzing

» KD KRG
. Hybrid Concolic Testing (2007) ; Driller (2016)
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Hybrid Fuzzing
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. Stuck@FuzzzerfPRT , HABERMAZFHINIATS

= Where Is the stuck point

= Fuzzengfstuck, IEFHIRELEREFZERE S stuck
. StuckRSENERTES
« W24 fuzz stuck

. BMEREKEstuck point , UNBILLEARIATRIE
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Fig. 1: The distribution of the stuck state durations
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= interesting inputsHYZEYEZF B PRAY IR (12h)

/,

concolic executionBeiZ STk ANinputs E K155

s /.1% =000
B # of inputs taken by

( 1 7 O 9 /2 3 9 1 5) 1600 concolic execution

W # of mputs from the
1200 tuzzer '
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100 |11+ 1]

0 _
Fig. 2: The number of inputs retained by the fuzzer and the

number of inputs taken by concolic execution.
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= interesting inputsHYZEYEZF B PRAY IR (12h)

/,

concolic executionBeiZ STk ANinputs E K155

= SRIERIREIQSYM
( 3|ESAVIOR)

Let’s say Tepdump
# In 24 hours, AFL generates over

20K seeds.
# In 24 hours, QSYM., the tastest

concolic executor, can replay
around 600 seeds.
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DigFuzz
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Probabilistic path prioritization model based on Monte Carlo
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Fig. 3: Overview of DigFuzz
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Evaluation
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Fuz-zing time (hour)

Fig. 6 Normalized bitmap size on CQE dataset

TABLE II: Number of discovered vulnerabilities

=3 > D - 1

DigFuzz T3 T7 81
Handom | 68 73 T7
Drrillar 67 71 75
AFL 68 70 T3
- MDOPC 20 20 3l
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. CQEREAEE FUBER
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= Crashz{&

MNormaleed bitmap size

Fig. 6 Normalized bitmap size on CQE dataset

TABLE II: Number of discovered vulnerabilities

=3 > D - 1

Dighuzz | 73 7 31 _ : :
;lﬁﬂfm N the motivation is very well
AFL & | 70 | 73 done (in some aspects better
(MOFC [ 2 [ 2 [ A than the own evaluation)




Evaluation
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TABLE II: Number of discovered vulnerabilities

=3 > D = 1

DigFuzz T3 T7 81
Handom | 68 73 T7
Drrillar 67 71 75
AFL 68 70 K
- MDOPC 20 20 3l

the motivation is very well
done (in some aspects better
than the own evaluation)




Evaluation

= Concolic Execution BTk
o (CHOBERAER

s Zifuzz: 2.914=

= Driller: 3.02

= Random: 3.25

TABLE IlI: Performance of concolic execution

_ Ink. CE Aid. Imp. Der. Vul.
= DigFuzz: 3.46 64 | 1251 | 37 | 719 | 9228 | 12
DigFuzz 64 6638 309 d51 71.549 11
63 110 41 646 6,941 0
68 519 32 417 5.463 8
Random 65 235 23 538 5.297 6
64 159 21 S04 6.306 4
48 551 |3 51 1.679 J
Driller 49 709 |2 153 2.375 4
3 877 |3 03 1,905 4
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