AR M A~k
CDN DDoS X f

Z {5 rh EL S ABEEIE 3B = TH BREH

Tsinghua University




BATM A

Team introduction

BHERE-TREREAM B ZEBRREH I H L

R R 2 A LA 3 2 (R B R T, BRI IR 465 B0
S RIS, FEEBRIRTI R A R R R LRI, FEt
REARRTAL AT ERRR T, 58T “Ute” S 8%
A

WAEK LS 5 B REXRE (NISL) “

B e A ok BLUE-LOTUS



KT

About me

HERFENEZ LTSN EFE
SIf: REFHEIR MIAEIE
CTF: #3%1¢. Tea Deliverersiif B\ % i

AN : IUREEIE. APTEEAXI. H88% S

MEDHT

AL



CDN DDoS Xf

CDN DDoS

=
1. I3 o] F) FHCDNIE® A SCER &R B X £ B B E Web AR 55 BV 34 m 124 TDDoS I T,
2. RHEEERGEFRS, CETRERENANASBR. EHENERT
M R AHEDDOSI T, X R SHELB RS .
Ao
1. BELE, ERASNTEHBRRE

2. JLFPR#E £ CONER ] 45 A 5L DDoS T o ;
3. FrBEMufER ol gEE X Wy, BB CONT] e K.



GeekPwn Il{ 37

(1) BhiEER(qps): 54
YEREmRE

WREGE  AREE L 200
31Gbps  0.05Gbps e

30w
20w

0w

1 WK B2 BEN B2 WBA e
i AR
w3 £ \Windows

PENROSE

ERXMRINT




GeekPwn I HIAEE

CDN DDoS

User

Attacker

Server: Apache/2.2.12 (Unix) PHP/5.2.5 Server: nginx/1.15.12
CDN Address: 183.131.196.116 Outgoing: 3Gbps
Domain: cdntest.geekpwn.org
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A new type of DDoS attack
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How did we discover such attacks
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GET / HTTP/1.1
Host: victim.com

Host: attack.com
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How did we discover such attacks
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NARHE R ’ GET / HTTP/1.1\r\nHost: a.com\r\nUser-Agent:Mozilla...

Parsel
GET /HTTP/1.1

WJ‘DZ?EE ’ host a.com

user-agent Mozilla

Interpretl
typedef struct {

x_list_t headers;
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x_table_elt_t x*xhost;
X_table_elt_t =xuser_agent;
x_table_elt_t xreferer;
x_table_elt_t xcontent_length;
x_table_elt_t =*content_type;
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