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| (a) Deep learning for image processing (object detection) |
Programs | & i Deep learning :
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(b) SySeVR: a framework for using deep learning to detect vulnerabilities Vulnerabilities
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SyVC#icode gadgetz&4l

if(line |= NULL)
printf("%s\n", line);

void func()

char *data;

10 char dataBuffer[100];
11 char source[100];

14 dataBuffer[99] ="\0';

16 while(1)

17 {

18 data = dataBuffer - 8;
19 break;

20 }

21

22 memset(source, 'C', 99);

23 source[99] = "\0';

24 memmove(data, source,
100*sizeof{char));

25 data[99] = "\0";

26 printline(data);

void printLine(const char * line)

13 LrHemset{dataE!uﬁer* ‘A, 99);

EAREE

void printLine(const char * line)

ifffinell= NULL)
: [printf]"%s\n" [Tinel;

void func()

OO =J O LN I L B s
- o

9 char *data;

10 char dataBuffer[100]:
11 char source[100];

2 [ -

13
14
15

16 while(1)
17 {
18 |ldatal=IdataBuffed - &
19 break;

20 }

F.f -~

22 [memsefdf{source] 'C’, 99);
23 99] = "\0';
24 rnemmmr,lf.uurcel

ru zenfc ar));

' D
prln |n

2?}

‘A, 99);

7

9

10
11
13
14
16
18
22
23
24

25
26
1
3
4

void func()
char *data;
char dataBuffer[100];
char source[100];
memset(dataBuffer, "A’, 99);
dataBuffer[99] = "\0';
while (1)
data = dataBuffer - 8;
memset(source, 'C', 99);
source[99] = "\0';
memmove (data, source,
100*sizeof{char));

9] = "\0;
printLine(data);
void printLine(const char * line)
if{line 1= NULL)
printf("%s\n", line);

SyVC ( £IHEfR )

52517SyvC “data”

XJhzAYcode gadget

_chcL 8




2.2 HmER M R % uVulDeePecker

TERBEEFNREER, MRERESE

. H- v
o [B]REfEIR
— Code gadgetr] A F#N—ERBEETES
1: void main{){
2: chardata[5] = "AAAA";
3:  datal4] ="\0;
4: char dest[5]=""
5: int n;
6:  scanf{"%d", &n);
7 |f{n 4&&n>ﬂl-{
24 ovidest data nl
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void main()
char data[5] =
data[4] = "\0'
char dest[5] ="";
int n:
scanf({"%d", &n);

"AAAA",

SR ) 4

13,

16:

17;
18:}

YOI PEINILIVISELLTIAT — TTISET
if{msg 1= NULL)
printf{"%s\n", msg);
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L6 cond]y-—{i7: expr]
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2: charvarb_0[5] = "AAAA";
4: charvarb_1[5]="";
5: intvarb_2;

6: scanf("%d", &varb_2);

>7: iffvarb_2 <=4 &&
varb_2>0)

8: strncpy{varb_1, varb_0,
varb_2);

16: if(varb_31= NULL)
17: printf("%s\n", varb_3);

\__’/\
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#define N 100
char *data
void printLine()

if(data 1= "")
printf("%s\n", data);

int main()

char dataBuffer[N];
char source[N];
int m=99;

Hemset[dataauffer, 'A', N«m?N:99);
dat aBuffer[99] = "\0';

while(dat aBuffer 1= "")

data = dataBuffer - B;
break;

}

memset{source,'C', 99);

source[99] ="\0";

memmove(data, source, N*sizeof(char));
data[99] = "\0";

printLine();

return 0;

2 char *data;

8 int main()

10 char dataBuffer[N);
11 cha sou rcelE;

12 int m=99;

14 memset{dataBuffer, 'A ,IE:m‘E]}QB}
15 dataBuffer[99] = "W0';
17 whileldataBuffer |="")
19 data= dataBuffer - 8;
23 memset{source, 'C', 99);

24 source[99] = "\O;

25 memmove{data, snurce,ﬁfsizeof:cha']l;
26 data[99] = "\0%

27 printline();

3 void printLine()

5 iffdatai="")

& printfl"%s\n", data);

Source program

A source code-based
vulnerability candidate related

to “data” (Line 2)
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Changming Liu, Deqing Zou, Peng Luo, Bin B. Zhu, Hai Jin: A Heuristic
Framework to Detect Concurrency Vulnerabilities. ACSAC 2018: 529-541
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— buffer-overflow, use-after-free, use-after-null, double-free

AFL-compiling time AFL run-time
AFL
Concurrent Static Compiled » | Fuzzer:Enforce : Binary
program Analysis assembly Execution Order Executable
code
Y Y
- Locate each potential Adjust thread priority to
concurrency vulnerability enforce specific execution
- Determine execution order to order to trigger potential

trigger it

concurrency vulnerability

E_fcecl_ 24




Application | LOC | Exploring Priority Vulnerabiii?' Detectved Performance Overhead
# of new crashes | Time Vuln. type ' .mmd b}.. i dvlv('tu.I 1)'\."
static analysis | targeted priority

boundedbuf | 0.4k 0 2.3s | Buffer Overflow 1 0 272%
swarm 2.2k 0 3.5s Double-Free 1 0 109%
bzip2smp | 6.3k 2 1500s Double-Free 3 1 51%
pfscan 1.1k 1 1.2s None 0 0 98%
ctrace 1.5k 0 2.9s Double-Free 3 1 59%
qsort 0.7k 0 0.5s | Buffer Overflow 2 0 104%

ERMNHLZEREAH, AEFZEZBRS109WAGS
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