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* “Evaluating Fuzz Testing [CCS 18]"




% ARIZONA STATE UNIVERSITY

ENERN
* CVE-2014-1266 — Apple “goto fall’

PR# SSLVerifySignedServerKeyExchange():

if ((err = SSLHashSHA1l.update(&hashCtx, &signedParams)) != 0)
goto fail;
goto fail;

. other checks ...

fail:
. buffer frees (cleanups) ...
return err;
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% ARIZONA STATE UNIVERSITY

T4 4= fuzzing”?

. |Welcome to the management portal!
. |Username:

. |Password:

. |Command:

__________________
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% ARIZONA STATE UNIVERSITY

/ /)HJJ ﬁt iﬁ]/\ N |

test:aaaaa:?

~

o T e e e e e e e e e e e e —
T e e e e o e T O R R R S R R S S R R S S .
et

__________________
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% ARIZONA STATE UNIVERSITY

ToWEBA

test:aaaaa:’?

~

tes:bb:help

o T e e e e e e e e e e e e —
T e e e e o e T O R R R S R R S S R R S S .
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% ARIZONA STATE UNIVERSITY

ToWEBA

test:aaaaa:’?

~

tes:bb:help

aes:bc:heOp

o T e e e e e e e e e e e e —
T e e e e o e T O R R R S R R S S R R S S .

__________________
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VIR
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- RFENRR HEFBEX[ENIES
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% ARIZONA STATE UNIVERSITY

int main()
{
int win_count = 0;
int scores[256] = {0};
int 1 = 0;
while (1) {
int score = play();
win_count += score > 0? 1: 0O;
scores[i++] = score;

¥

return 0;
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e & B il 7
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% ARIZONA STATE UNIVERSITY

Fuzzers

ZIR BRIRL?

Spike %%

Peach /5

radamsa 2011 =

Sulley 2012 e

AFL /B 2014 = RER, EBED, AT, R

HEgE. hEET
libFuzzer T 2016 =
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% ARIZONA STATE UNIVERSITY

Fuzzers

ZIR BRIRL?

Spike %

Peach /5

radamsa 2011 =

Sulley 2012 e

AFL =/ 2014 = HER, KED, BAMEF, R
HBRE. REEAL

libFuzzer = 2016 =
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% ARIZONA STATE UNIVERSITY

Fuzzer 7R 2 # 2
;ST T T ~< e SGRENEEPAN

ToWEBA

test:aaaaa:’?

~

tes:bb:help

admin:00000:a
%" $@*9 !

user:adbcld:?

o T e e e e e e e e e e e e —
T e e e e o e T O R R R S R R S S R R S S .
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% ARIZONA STATE UNIVERSITY

mmm C 7 5 E

e SGEOETPAN

~

if (username == "admin" &&
password == "verysecure") {

o T e e e e e e e e e e e e —
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% ARIZONA STATE UNIVERSITY

NRIER S K#

j > 5°?
false true 2 6 )
o R J =
J > 5 or
j <= 82 j <= 8 Jj =7
j 1= 45 or
false true . j =8
\_ ), N\ /
Him
HE—FMITEEI Yz 3 SMT KAE=E XS 2 REUEE (R )

EARER REHITKIE
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% ARIZONA STATE UNIVERSITY

AL

~
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% ARIZONA STATE UNIVERSITY

Fuzzing M SHITHIIRE

—

=F

=

I—

/usr/bin/readelf (amd64, Ubuntu 18.04 LTS)
MR R ICA B

BAripS readelf =S

FIFEN . /bin/ls

angr #23,; fFS518E (symbolic/concolic tracing)

2X

3

BIx x IR/ 16 bits

FEEH R

22.9K

AFL + Qemu 120
angr (CPython) 3580 #

angr (PyPy) 1142 F»
angr (CPython,Unicorn) 626 Fb
angr (PyPy, Unicorn) 249 F»
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« 523 Evaluating Fuzz Testing [CCS 18]




JES] Anizona state universry
K1t 4 fuzzing X A R?
* Fuzzing ~NE— B &RX T RAY

Speed. It's genuinely hard to compete with brute force when your "smart"
approach is resource-intensive. If your instrumentation makes it 10x more
likely to find a bug, but runs 100x slower, your users are getting a bad

deal.

To avoid starting with a handicap, afl-fuzz is meant to let you fuzz most of
the intended targets at roughly their native speed - so even if it doesn't
add value, you do not lose much.
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s BirEFNITRE R T AR TAIIRE
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c ShREMNMHEA
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BAEZF ST T A

s FERITEEBRZMLAH
— RN T
L NG R, TUHBIRGE ERE (LOERFERS) iR
AL TR S AT A 54T
L T SHITREIR
L BATRE R
+ e B IRSRTT AR BT 047
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L AL LRI (hR51E8)
- AT S B R 5 S TN
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% ARIZONA STATE UNIVERSITY

KIT— 1M ERONFSHITEE
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% ARIZONA STATE UNIVERSITY

angr fF 51751 Z R

( N )
4 )
4 ) U
=
C/Python o C/C++ s |
@ ! SIEEE BERSEE FRE
K#Eﬂza/ S T 47 )
r ~N
oyiron || FEFREESE | D
L . C++/Pyth
)| s .
_ K ey )
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—angr + Unicorn Engine
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/N Python BYFF3H

* angr £ A Python &2 & A
-BH5EF
- FFRREIR, EEX
-R7h
-BE¥a

* Python (CPython) BV’
—CPython iz{THI X2
- ELIME RS (PyPy B—MRIHN=RE, BIFAE)
—-EBEETRE, MH=EY)
— 5 HAH (FEal boxing) BT LB, MERZER
- AR/ SRR E AR R T E Y=

FREANE




% ARIZONA STATE UNIVERSITY

/N Python BYFF3H

o AN
— M CPython Y]t %] PyPy
= Seftee i, EF e M e seIil
* cProfile + snakeviz

. vmprof
WAt slots. , A type() &t isinstance(), ANZEF Exception SEI Bk H 1EER

—X*TJQEFGE” RIERERTF
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% ARIZONA STATE UNIVERSITY

=HRD A

class SimState:
@property
def arch(self):
if self. is java _jni project:
return self. arch['soot'] if self.ip_is soot addr else self. arch['vex']
else:
return self. _arch

SimState.arch #E A, SEERRFTSIBE
FIMEBE M A 5 T 5% Rz TRE],
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% ARIZONA STATE UNIVERSITY

f=1CHS B

class StateOption:
def one_type(self):
if len(self.types) == 1:
return next(iter(self.types))

return None

StateOption.one_type() #EEM, SEAER
ARG SHATHVERE MR S B 7 7% BVIETTE e,
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% ARIZONA STATE UNIVERSITY

f=HS C

for func_addr in self. returning functions:
if func_addr not in self. jobs:
continue

AR _HHREFT, _returning_functions TgEH BT 50
JI, 1 _jobs FEERBJLA I,

for func_addr in self. jobs:
it func_addr not in self. returning functions:
continue
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REfRTT

XEL1

* angr/angr PR #1459
—E eI, M T ITFERENLI
— M EE . perf_concrete_execution.py + CPython + cProfile

N = RBUERE T

1 5a762e7 128.4 0.0%
2 5380542 123.7 3.7%
3 2000b7b 118.5 7.7%
4 eb4c48a 86.1 32.9%
5 ab9625b 48.0 62.6%
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° %ZIK/EE\%%
— M CPython Y]t %] PyPy
— et ee Mha,, EFMEee b o SE
—FRENA—E s &R




Unicorn Engine [a]@{& &

s NEFMLET SR (GitHub PR #655)
— R HATH, BFERNIE TR E K|S

— 28T &I, Unicorn Engine &£ 1 Qemu FRAVR 2 N F7RR 54/ % SE I
7 AP SEIA DU E BRI

— FTE IR BT &R INE 7 — B gk e

— FEBR A FIRETRY, BRETXR (MemoryRegion) F& B MIX S ERER P AZER

— R AR SR B A B S kSR 2




Z3 Python Z8E

« EEHKERE (angr/claripy GitHub PR #119)
—Z3 32t 7 Python API
—{BR/FFE] Python API LEE £/, BIZREZEINNRE
—HAp—RKAE MM 5 A 7 15% AUHL T (]
—BANNEIWX MM EREDER TR EBEREN, YT claripy THEBEX
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/N Python BYFFES

o H NS
— M CPython Y]#: %] PyPy
—SefEge i, BT MR LA SEI
- ZFE BN RMNE
-4 mmﬁkkiﬁy@ C/C++ LI
c ISR EEARRAIE
. Z!Kf@ﬁﬁ%?ﬂﬁ (Unicorn-engine)
« ERRHEE
- REGER =
s S S5SNFREY
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s fET1EAYRIE ESLT copy-on-write

« 51X (concrete values) FIIA G,
— REPTNFIES 5N SLE
— RN BEZIIFF SRR SR EIHR EHAIE
—RERRI ~25%

s FAHAELNTSAFERE
—MemSight [ASE 17] 424t 7 — NE{f (e




NFOK AL

* B/ NFFEH
— G LR, RELIRAVFFE
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— A AR F TR E BT ELRZIR
— RO BELE Python A 52 4L, 5
— 47 ITE X
« LHK RIS AE
—BIBIR RE, AR
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FARMREIHE
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AFL BY{LE

« AFL T8 2 BRIREHEIE A fuzzer, B EHFAESARFH~=Y)
s AR E L, EAFRANEERT AR




FARTRXT AFL B9 T+

* 18 AMERERTT
— B2 471858 fuzzing: Driller [NDSS 2016]
—H—TRHAFSHITH fuzzing ZEEEIMR . QSYM [USENIX 2018]
—- LEHFERIT Angora [Oakland 2018]
— THEFF ST REDQUEEN [NDSS 2019]

- IBINE BB AR
— X 1A% Two-dimensional input space exploration [Oakland 2019]
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Yan

Gail-Joon Ahn Adam Doupe Shoshitaishvil

Tiffany Bao

fishw@asu.edu
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