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• WTA (WAV-To-API) 攻击

• WAA (WAV-Air-API) 攻击
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• WTA (WAV-To-API) 攻击

• WAA (WAV-Air-API) 攻击

开源语音识别平台Kaldi

3 CommanderSong攻击方案
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深度神经网络 (DNN): 代表声学特征和音素
的对应关系（音素：组成单词的最小单元）

加权有限状态机：单词
构成语句序列概率分布
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Transitio
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Transition
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Transition-ids序列
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Phoneme
HMM 

state

Pdf-

id

Transitio

n-id
Transition

ehB 0 6383
15985 01

15986 02

ehB 1 5760
16189 self-loop

16190 12

单词“Echo”解码得到的
Transition-ids序列

音素、HMM状态、pdf-id以及transition-
id关系对照表

pdf-ids 序列： 6383, 5760,5760, 5760, 
5760, 5760, 5760, 5760, 5760, 5760 ……
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Pdf-id 匹配算法

4 CommanderSong攻击原理——WTA攻击
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Pdf-id 匹配算法

mi = arg max ai,j ,

g(x(t))=m.
argmin ||g(x(t)+𝛿(t))-b||1.

𝛿(t)

目标函数:

4 CommanderSong攻击原理——WTA攻击
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Pdf-id 匹配算法
WTA 攻击成功!

mi = arg max ai,j ,

g(x(t))=m.
argmin ||g(x(t)+𝛿(t))-b||1.

𝛿(t)

目标函数:
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• 噪声模型（模拟背景噪声和设备电子噪声）

• 随机噪声模型

4 CommanderSong攻击原理——WAA攻击
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• 噪声模型（模拟背景噪声和设备电子噪声）

• 随机噪声模型

WAA攻击成功!
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WTA 攻击结果

Command Success rate (%)

Okay google restart phone now. 100

Okay google flashlight on. 100

Okay google read mail. 100

Okay google clear notification. 100

Okay google airplane mode on. 100

Okay google turn on wireless hot spot. 100

Okay google read last sms from boss. 100

Echo open the front door. 100

Echo turn off the light. 100
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WAA 攻击结果

Command Speaker Success rate (%)

Echo ask capital one to make a 

credit card payment. 

JBL speaker 90

ASUS Laptop 82

SENMATE Broadcast 72

Okay google call one one zero 

one one nine one two zero. 

JBL speaker 96

ASUS Laptop 60

SENMATE Broadcast 70
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人类对WTA攻击样本的理解

Music

classification
Listened (%) Abnormal (%)

Recognize 

command (%)

Soft music 13 15 0

Rock 33 28 0

Popular 32 26 0

Rap 41 23 0
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人类对WAA攻击样本的理解

Song name
Listened

(%)

Abnormal

(%)

Noise-speaker

(%)

Noise-song

(%)

Did You Need It 15 67 42 1

Outlaw of Love 11 63 36 2

The Saltwater Room 27 67 39 3

Sleepwalker 13 67 41 0

Under neath 13 68 45 3

Feeling Good 38 59 36 4

Average 19.5 65.2 40 2.2
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CommanderSong攻击科大讯飞

Command iFLYREC (%) iFLYTEK Input (%)

Airplane mode on. 66 0

Open the door. 100 100

Good night. 100 100
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 Kaldi 识别成指令  人类识别成指令 人类识别成歌曲
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对抗样本1
(噪声+)

对抗样本2
(噪声++)

原始音乐

对抗样本3
(噪声++++)

 Kaldi 识别成指令  人类识别成指令 人类识别成歌曲
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• 音频干扰防御
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• 音频干扰防御

• 音频压缩防御
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• 成果：

实际对抗攻击语音识别系统

攻击商业化平台（科大讯飞）

通过网络或者无线信号传播

人类难以察觉

• 思路：逆向语音识别算法，从神经网络的误判找突破口。

• 难点：分析神经网络误判可能区域，克服物理环境影响。
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“恶魔音乐”攻击智能语音系统




