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MEE s [ MR O ARE | MERNE | KBUNE] ||
Myspace 360,213,049 | 2008 4 2016.07 | 8 4F
Fling 40,757,760 | 2011 4 201605 5 4F
LinkedIn 1.17 44 | 2012.06 2016.05 | 44
Dropbox 68,680,741 | 2012.06 2016.08 | 4 4F
VK.com 100,544,934 | 2012 4 2onen | 2016.06 | 4 2F
Yahoo 30 12 | 2013.08 2017.10 | 4 4F
Yahoo 10 12 | 2013.08 2016.09 | 3 4F
Yahoo 514 12014.08 2016.12 | 2 4
Weebly 43,430,316 | 2016.02 2016.10 | 8 I~ H
Deloitte 500 J3 | 2016.10 2017.03 || 54~ H
Last.fm 43.570,999 | 2012.03 2012.06 | 3/~H
Under Armour 1.5 12 | 2018.02 2018.03 || 1/~ H
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root hnH/w50a$ 46FtsW8eXH/:0:0::0:0:/root:/bin/csh

spaf:$1 $7hstg1 PAg$wTnskj 1HwLgdD90SerkQp:0:0::0:0::/homes/spaf:/bin/sh

1 ErsatzPasswords 732

- <P

root:$1$Afe02MkLEtWoL 9yeQabg2luyJhRWIp:0:0::0:0::/root:/bin/csh
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Juels-Rivest B/ honeywords&ERk 7Gx [CCS 2013)

O 2204 EE (Tweak-tail): &4

tbin, H4abcd12, WA A% abcd38, abecd9l
PREF O EEMAAL, B X M 1 2H A

O A4l i) V% (Modeling syntax) :

tban, H4password@1, %5 NLS,D,, A4

R G200 AT, FATIRIARFF A AR

= [f.abcdefg*7, iloveyou#3

O /B & 7575 (Hybrid): 45/ Fimodeling syntax 774, A BRI 14

b, 14 password@1, 4G/4E
O A AY (Sample model)
honeywords

Jvﬁiloveyou#B, Re

= [l password!2, iloveyou%6

—HRANE KALIR, BFRTA R
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TABLE 1. BASIC INFO ABOUT OUR 10 PASSWORD DATASETS T
Dataset Web service Language When leaked Total PWs With PII

Tianya Social forum Chinese Dec., 2011 30,901,241
~ Dodonew |E-commerce Chinese Dec., 2011 16,258,891
u 11/|\ [ /?\1/%% CSDN Programmer Chinese Dec., 2011 6,428,277
‘ Mango E-commerce Chinese July, 2015 1,074,742

O 3/|\{—£,'\p|| E](j ] é\/ﬁé 12306 Train ticketing Chinese Dec., 2014 129,303
7 Rockyou |Social forum English Dec., 2009 32,581,870
. 2 000webhost|Web hosting English  Oct., 2015 15,251,073
’fZA E/ngk [ /?\ Yahoo Web portal English  July, 2012 442,834

Rootkit Hacker forum English Feb., 2011 69,418 v

O 3% HijII;lﬁjEE”EE QNB* E-bank English April, 2016 77,799

: g1l p

Xato Synthesised  English  Feb., 2015 9,997,772

TPW stands for password, PII for personally identified information.
*QNB passwords were leaked in hash and will be used for real targets.

TABLE II. BASIC INFO ABOUT OUR PII DATASETS

Dataset| Language | Items num Types of PlI usetul for this work
Hotel | Chinese [20,051,426 Name, Gender, Birthday, Phone, NID*
d1job | Chinese | 2,327,571 [Email, Name, Gender, Birthday, Phone

. Email, User name, Name, Gender, Birthday,
12306 | Chinese 129,303 Phone. NID

. Email, User name, Name, Gender, Birthday,

QNB | English 77,799 Phone, NID
Rootkitf English 69,324 [Email, User name, Name, Birthday
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I3 2B PR RE

O #®BA&EK: NSEMEHPRHEER, 3 BAIFEHFPEEEHER
D XN P KN4, HEMBER, R EREA PR R
TR TG B Bl crackQueue;

2) McrackQueueH H M= i Y T 4
3) HHTIELIUE, UERIINEE 22, ASEIh e 34,

4) THE IR J:' WHIRBGE 1A% FIR . anBRi&A 2| RN
22, SNXHZA P OS5 T7H—4 (Top-PWHEANEH—)
$4 550 K1 1A BN B Bl crackQueue, SR JG 531 2.
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O Succ-number 55
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successful honeyword login attempts
o

Norm top-PW (smooth)Z il o
~ 16.63% 1]

-~ Norm

Morm

b=-= Morm

- -

IS FE SR VLTI IR

eI H111.03%

(a) Attack:

17
TABLE V. SUCCESS-NUMBER INFORMATION (%) ﬁi_}__:_ﬁ
Tweak-tail Model-syntax Hybrid Simple model ]

Tianya 14.41% 13.04% 14.90% 581% "
Dodonew 10.10% 9.06% 10.46% 8.75% ,,f” 5
CSDN 18.78% 15.75% 18.39% 16.32% ]
12306 9.32% 7.88% 9.17% 9.51% 3
Rockyou 21.63% 7.35% 14.01% 2.41% e
. 000webhost 9.56% 14.33% 16.86% 4.56% :no smootn 1ot
ClixSense 16.87% 527%  9.52% 6.08%
Yahoo 24.25% 7.61% 13.81% 16.84% ga BT
Rootkit 20.39% 12.72% 17.82% 19.57% s
QNB 20 99% 20.85% 20.97%

20.48% ethod.
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0 Flatness¥s #p

k=208, M — G M R T R ER L
5 V. 040.05 .
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[ = Hybrid method
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o
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Success rate

=

i
e

Modeling syntax

——— Simple model

=
b

Perfect method

00 . .
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Sweetword login attempts

(e) The flatness graph of each method (k=20).

1 TABLE VL

F0.290A F. HAEFMNT, Wt

Tianya
Dodonew
CSDN
12306
Rockyou
000webhost
ClixSense
Yahoo
Rootkit
QNB

L]

Average

e-FLAT METHOD
Twea ﬁﬂ %IQ E}%%D 1) e model
08 MR, Ry e
0 37 3828
# >0.56 ! 3978
0 13 41327
0.5498 04831 05334  0.5035
0.3550 03587 03594  0.3541
0.3055 02221 02758  0.2943
0.2785 02080 02527  0.2661
0.2293 0.1636 02052  0.2210
0.2348 02342 102355  0.2313
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O Honeywords A A% 725 1Y ) L1 o

WT(pw) N 1484 i Thoneyword 2= (8] (BLF5pw H &), I —
MifHIhoneyword 4E X VA N Z B 15 1

‘I’éfurr\ 1 sw' € T(sw) = T(sw') = T(sw)

X—MEFORIE T kA A, B A Re AR sl At 112, 75 3% 114
M4 X — KR OS2 B9 A — RINEN IR, ge B
O H—3K. L NAMEca L.

‘I‘EEUD\Z Vsws € T'(swy) = T'(sws), Prgw (sws|swy) = Prgw (sws|sws)

PR, honeyword E BIUBER L5 15647 06, 15 AL T
ST Ko FFLARGIHE Priw (sw'|sw) G Praw (sw/[T(sw)} Wi

PHPW = suy | SW = (s, sz, osw)) AIALTAT o wts)

k Pr (wy)
Et=1 Perlzl‘z; |T(’w1))
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O )R 3

Vsws, swy € T (sw1), Pryw (sws|swy) = Pryw (swa|swy)

— T2, A ihoneyword A3 0 A1 N353 46« Juels-Rivest 1Y Bif
= MPOTIRAR W R NE T, B VR VR A M . fE PR R, MR
% Pr(PW = sw;|SW = (swy, swa, ..., SWy)) ﬂ u’thﬁj’\j
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1% 20 RIS B BT 38 i Norm Top-PW BT &

W EVE, R AR H a2 A 2 WAL R
%/FD‘va, EARBHI AN A Al e H 114, Fﬁu%%'%‘dﬂ ﬂc
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Vswy, swa, sws, Pryw (sws|sw)

R 5 T T T — PRI
457318, iz T, MR

—M:JFi /& Ui, honeyword:
HER AT (pw) XHE = pw B A2 #E A
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ik

AL TR N

= Pryw (sws|sws)

PI‘pw(S’wj)
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] List . PCFG . Markov

: — Real password data ——— Markov model
10-5 ~ List model PCFG model i
[” lxr||u|V” 1:" T i ”’np H-l 'H"M u]’”wu N
Al 1010
2
:"S
8 1015
a
10720
10725

5.5906 x106 5 5908 ><106 5 5910 ><106 5 5912 ><106 5 5914 ><1O6 5.5916 x10°
Rank 7 of password
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[ List

® X rEy A 12 HIME 2R A T HE A

® CiEAEMATEMREF D4,
O PCFG

® XfHML 14, UN1lga2ws3ed, JEARAE HAMZ,

® LVEAEMIFES (JIZESY, wWAEXNMNMRSE B
d Markov

® T KRHFIEHAR, BEAERGEAN A E I 4,

® X H bt K % G tiMarkoviIBT) , 71110120130,
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HRLRBEEOS
THE VALUE OF “"PW () G1VEN BY EACH PASSWORD

TABLE V. P s
MODEL FOR TYPICAL PASSWORDS (DODONEW-TR VS. DODONEW-TS).

Typical password Probability Prpywy () || List PCFG | Markov
123456 0.014437750 0.99 1.25 0.96
password 0.00044136 1.02 1.63 1.25
123qwe 0.00027111 0.95 46.35 1.39
1q2w3eldr 0.00011588 1.14 | 6.57 - 10*° 1.18
147852369 0.00004293 1.07 0.92 107.42
110120130 0.00002337 0.84 0.86 [ 5059.23
110011 0.00000886 0.77 1.05 41.06
passwordl23 0.00000381 1.07 0.55 1.82
p@sswlrd 0.00000221 0.90 | 8.74 - 10*° 1.25
XX123456 0.00000160 13.00 1.39 4.58
34567890 0.00000148 12.53 6.87 6.92
123gwel23qwe 0.00000123 0.77 6662.66 277.13
Passwordl?23 0.00000037 0.60 2.02 5.31
iloveyoul23456 0.00000025 0.67 0.59 0.51
123456abcdefg 0.00000012 0.09 7.98 0.31
520yong 0.00000011 0.09 0.51 0.44

T .

/

\
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' (b) Our method: how the flatness curve varies with k. (¢) Our method: € follows a Zipf’s law with k.

(a) Tweaking-tail: how the flatness curve varies with k
Fig. 9. How the flatness curve varies with k, trained on Dodonew-tr and tested on Dodonew-ts. Here we use tweaking-tail (under .A;) and

our method lList+1Mark0V+%PCFG (under As) as examples. The sub-fig(c) explores how € (=y,=1 in sub-fig(b)) evolves with k
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