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« 2018%F

SIGCOMM’18 1f5. CCS’18 1 . MOBICOM’18 2%,
AAAI'19 185, UbiCom’18 2&5. IJCAI'18 3%,

PerCom’18 1f5. SECON 1%

« 20175F

NDSS’17 1f5. MOBICOM’17 2f. INFOCOM’17 1&5.
CoNext’17 1. ICDCS’17 1565

« 20165F
MOBICOM’16 1. INFOCOM’16 2. ICNP’16 1%



Captchas are WIDELY used

Login  Wikipedia A e Sign In Alipay

Recover your account

We can help you reset your password and security Account Name: [ Enter email
Incorrect username or password entered. Please info. First, enter your Microsoft account and follow
try again. the instructions below.
Password: [
ix@hotmail. X

u yeguix@hotmail.com Forgot your password?

sername

Code: FH K Change
‘ fanzixi New The characters are case-insensitive.
Audio

Password ;
‘ Sign Up for Free

Enter your password
Enter the characters you see

D Keep me logged in (for up to 365 days)

To protect the wiki against automated Cancel

password cracking, we kindly ask you to enter
the words that appear below in the box (more
info):

CAPTCHA Security check

rendsvisgs 32 of

C Refresh

websites

Enter the text you see on the image




Model-based Approach

pve c4 |—|[p[v]a[clH _>-—>pvack

original preprocessing segmentation model recognition

Extensive Human
Involvements

preprocessing .
el - WL
IDE ﬁ preprocessing

M@‘k‘/ /R preprocessing -
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Deep Learning based
approach
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L original CNN recognition )

Scheme Example Training Set Acc.

reCaptcha 33X 2.3 M 89.9%

PhotoOCR [k 7.9 M 1.9%
Baidu 50K 0.1%
Google 50K 0%

8



Getting A Large Number of
Captchas is difficult
-

Anti-crawling mechanisms

Frequent changing

captchas styles
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¢} Transfer to Captcha

O Synthesize Captchas
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Our Approach

synthetic captchas
A few real .

examples I‘““m =N
c-%-') -U J_u

DS = ==
/ - Generator

Automatically Generate Millions of
synthetic captchas 12



Our Approach

tm
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training

Generator

training

T

(a) Pre- trammg
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Our Approach
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synthetic
captchas

Convolutional Pooling Fully co

e

Base solver was built using
synthetic captchas
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Our Approach

A few real ‘___ Reused Layer Retrained Layer

captchas
-m---

e

Build the fine-tuned solver
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Reason for Tuning Base
solver

Synthetic domain Target domaln/_ M and W

/W@IF%%M\

Qe
K Real Sym‘:het /

Synthetic captchas are subtle difference
from the real ones. 16




Generative Adversarial
Network based Synthesizer

Real

_>.

Fake

Make sure synthetic captchas are
similar to the target ones
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Captcha Schemes Used

® from 32 of the top-50 websites
eb Y Google m: Microsoft

5 b,

el ~N o m i
Ly @380 ElAlipay” G weibo

s%amﬁlw Bai.éb.'EIE '? RN

sina.com.cn JD.COM S8HU.com

® Prior schemes used by other works
Megaupload, Blizzard, Authorize, Captcha.net, NIH, Reddit,
Digg, Slashdot, QQ, Taobao, reCAPTCHA(2011),
reCAPTCHA(2013), Amazon, Microsoft(2016), Yahoo!(2016),
Yahoo!(2014), Baidu(2016), Baidu(2013), Baidu(2011), CNN,
Papal, Sina(2016)



All captchas have multiple
complex security features

0200 7/ ) S

eBay Google Microsoft
',M Wﬂﬁnnj- Chs WSl V3
Sohu Wikipedia JD Weibo

Alipay Sina Baidu Qihu360
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Excluded Characters

Scheme Used Characters Excluded Characters

Sohu a-z, 0-9 ' e
1,1,0,2

0,1,217191

D A-Z,0-9 D,G,1,J,L,0,P,Q,Z

| 0,1,5,
Microsoft A-Z, a-z, 0-9 D,G,l,Q,U
. 0111
Alipay A-Z,0-9 |.L,O
0,

Qihu360 A-Z,a-z, 0-9 LLO.T,

,1,0,t,




High Success Rate

# Scheme Beforetuning After Tuning

1  Sohu 83% 92%
2  Ebay 52% 86.6%
3 ID 60% 86%
4 Wikipedia 7% 18%
5 Microsoft 36.6% 69.6%
6 Alipay 23% 61%
7 Qihu360 48.5% 26%
8 Sina 40.6% 92.6%
9 Weibo 4.7% 44%
10 Baidu 6% 34%
11 Google 0% 3%




Better Performance

Comparing to CCS'11
m CCS m Our
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Better Performance

Comparing to Science'l7

100.00% B RCN M Our
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0.00%
PayPal reCaptcha(2011) Yahoo!(2016)
Comparing to Usenix WOOT'14
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500 real captchas are enough

—m— Google —@— Wikipedia —$&— eBay --¥-- Microsoft —>— Baidu
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Fine-tuned solver success rate (%)
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User Study

No. Example Success Rate ISJ : 312 ility
Human Our approach
1 rand 95.25% 100% 4
90.25% 88% 2.75
91% 96% 2.8
89.25% 86% 2.7 )
79.75% 77% 2.8 2

68.75% 40% 2.1 I 1
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GAN-based Segmentation
Approach

pupskebab  pup stebhak M 61)0-4\\
(a) Wikipedia captchaand its  (b) Microsoft captcha and its

pre-processing version pre-processing version
6¢STG M
(c) Sina captcha and its (d) Baidu captcha and its

pre-processing version pre-processing version
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Demo

aa captcha solver - [E\Research Interests\FRJi30\CCS-Captcha\i@&fB\E T8 \captcha_solver] - ..\solver.py - PyCharm Community Edition 2016.3.2 = n ) X
File Edit View Navigate Code Refactor Run Jools VCS Window Help
: captcha solver = = solver.py solver - | p @& Q
‘__lx %+ 1~ (& solverpy x | i solver-wikipy % {# action_chains.py X | (a base options.py X | (i test options.py X & utilpy % \
T 1 from selenium import webdriver
= > il Ext 2 from selenium. webdriver. common. by import By T
i 3 from selenium. webdriver. common. action_chains import ActionChains
s 4 from selenium. webdriver. common. ke import Kevs
g 5 import win32api
~ 6 import win32con
v ¥ import time
8
9 from options. test_options import TestOptions
19 ImpanTios Copy Reference Ctri+Alt+Shift+C
11 from models.models import creat_model (il Paste Ctri+V
12 from util import util Paste from History... Ctri+Shift+V
13 Paste Simple Ctrl+Alt+Shift+V
14 import shutil Column Selection Mode  Alt+Shift+Insert
15 Find Usages Alt+F7
16 Refactor ’
17 VK_CODE = {’ enter’ :0x0D, ’down_arrow’ :0x28} Solc ’
18 Go To »
Generate Alt+Insert
iz - : }an ‘solver Ctri+Shift+F10
2 ress dowr # Debug 'solver'
21 def KeyDown (keyName) : & Save ‘solver'
22 win32api. keybd_event (VK_CODE[ keyName], 0, 0, 0) Local History .
23 Execute Line in Console Alt+Shift+E
24 Compare with Clipboard
25 2 U File Encoding
26 def KeyUp (keyvNawe) : () Create Gist...
27 win32api. keybd_event (VK_CODE [ kevName], 0, win32con. KEYEVENTF_KEYUP, 0)
28
29 download_img = "C:/Users/gxye/Downloads/checkcode. png”
30 data_dir = "E:/attack_datasets”
| I A P
N 33 opt = TestOptions().parse()
* 34 model = creat_model (opt)
g i T0D0 # Python Console & Terminal () Event Log

[T Generate constructor, getter or setter method, etc. 10:10 CRLF: GBK: & £



O W COUNTERMEASURES

Pawdt.  Pawdts

original captcha adversarial example

N

P3 KPR R7 X0 T/\

ground truth Incorrect prediction
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Other Findings
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Conclusions

Text based captchas are vulnerable under
generative adversarial network based
solver.

Our approach needs Iless human
Involvements and requires a smaller

number of real captchas. _
ik
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Training the Captcha

Synthesizer
Synthesizer
= sy
- ’?;V?ef
500 real captchas Discriminator

synthesis %Qﬁbﬂ‘\

Synthesize the captchas whose
style Is similar to the real ones.

32



Google Captchas

Extremely Complex & More than 8 fonts
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Generate captchas using
security features

u KNG (e —
@ captchatext (& background ® occluding lines

|
| |

l =

synthetic captchas
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Security features of captcha
AT | HeR — S Ll

G Colie? Cee?

Security Feature On/Off  #Options Value Range
Noisy background(s) On 5 [10, img.width]
Occluding lines On 2 {Line, Sin, Quadratic, Bezieer}
Char. Overlapping On - [-3, 10]
Character set On 4 [A —7]
Font style(s) On 1 Solid
Font color(s) On 1 RGB (65, 103, 141)
Distortion On - {[0.1, 0.2], [0.2, 0.3]}
Rotation On - [-30, 30]
Waving Off - -
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Captcha Solver Network
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[32, 64, 128, 256, 512, 3072] nodes
LeNet-5 + 2x Conv. + 3x Pooling

= 1(X)
o

captcha
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