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2.2 NAT, Application Level Gateways & Firewalls

The previous section indicated that the deployment of NAT (Network
Address Translation), Application Level Gateways and firewalls causes

loss of network transparency. Each of them is incomEatiglg with
certain applications because they interfere with the assumption of
end to end transparency. NAT especially complicates setting up
e v oy o
endpoint identifiers, i.e. IP addresses, used to set up connections
are globally ambiguous and not stable (see [2 .

NAT, application level gateways and firewalls however are being
increasingly widely deployed as there are also advantages to each,
either real or perceived. Increased deployment causes a further
decline of network transparency and this inhibits the deployment of
new applications. Many new applications will require specialized
Application Level Gateways (ALGs) to be added to NAT devices, before
those applications will work correctly when running through a NAT
device. However, some applications cannot operate effectively with
NAT even with an ALG.
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DNS Query: a.com

v

<

DNS Answer: a.comA1.1.1.1

Xiaomi: miwifi.com
TP-Link: tplogin.cn
Netgear: www.routerlogin.net

[rootE@XiaoQiang:~# cat ftmpfetcfdnsmasq.dfaEE_query.cﬂnf
ipset=/!server.m.pp.cn/apk_guery
ipset=/lapi-shoulei-ssl.xunlei.com/apk_guery
ipset=/|m.gdown.baidu.com/apk gquery
ipset=/gd.shouji.360tpcdn.com/apk query
ipset=/m.sogou.com/apk_guery
ipset=/so0.m.sm.cn/apk_guery
ipset=/dl.zhushou.sogou.com/apk _guery
ipset=/actl.lianwifi.com/apk_guery
ipset=/fast.yingyonghui.com/apk query
ipset=/appstore.vivo.com.cn/apk guery
EEEEEEIEEEiang:wi iptables-save | grep apk dquery
- fwmark -p tecp -m set --match-set apk guery dst -m comment --comment| apk guery -j MARK --set-xmark 0x40/0x40

[root@XiaoDiang:~# cat /tmp/etc/dnsmasg.d/cache center.dnsmasg
ipset=/formi.baidu.com/formibaidu

[rootéXiaoDiang:~# iptables-save | grep formibaidu

=& PREROUTING -1 br-=lan -p tcp -m tocp --dport BE43 -m set --match-set] formibaidu dst -j REDIRECT --to-ports 8099
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LiveCareer.com
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Jobs AOL.com

DNS Message
—_—

NXDOMAIN Free Example Resume
DNS Error America's #1 Resume Examples. Bulld a Perfect Resume. Free!
Resume-Now.com
9 HTTP Message
D N s —— Web Results

Example | Define Example at Dictionary.com

-noun 1. one of a number of things, or a part of something, taken to show the character of the whole: This painting is an example of his
early work. 2. a pattern or .

dictionary.reference.com/browse/example
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PaulV xie, Novem ber 2002

W e are still doing basic research on
w hat kind of data m odel will work

for DNS security. A fter three or
four times of saying NOW we've
gotit THIS TM E for sure” there’s
finally som ¢ hum ility in the picture

. WonderifTH K’llwork?” . ..

It’s i possble to know how m any
m ore flag days we’ll have before it’s
safe to bum ROM s .. . It sure isn’t
plhin old SIG+KEY, and it sure isn’t
DS as currently specfied. W hen will
it be? W e don’t know. . ..

2535 is already dead and buried.

There is no installed base. W e’re
starting from scratch.
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W e are still doing basic research on
w hat kind of data m odel will work

for DNS security. A fter three or
four times of saying NOW we've
gotit THIS TM E for sure” there’s
finally som ¢ hum ility in the picture

. WonderifTH K’llwork?” . ..

It’s i possble to know how m any
m ore flag days we’ll have before it’s
safe to bum ROM s .. . It sure isn’t
plhin old SIG+KEY, and it sure isn’t
DS as currently specfied. W hen will
it be? W e don’t know. . ..

2535 is already dead and buried.
There is no installed base. W e’re

starting from scratch.
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DNSSEC Validation Rate by country (%)

s

US 23.17%
) CN 0.93%

93

http://stats.labs.apnic.net/dnssec
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