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Terminal
findings:i 5 11,src:006821+004766 ,0p:splice,rep:4.....:
findings:1d:¢ ,sig:11,sync:ip-172-31-18-202-7931,5rc:012294.: [DestAv (8/22)]
AR indings:id:¢€ sig:11,src:@ 6834,op: avoc,rep:sz. ..... o8 DestAv (8/22
findi i i h ( ))
I I findings:1d:¢€ ig: :006 0 ,op:splice,rep H
findings:1id:¢ sig:11,src:006846+004705,0p:splice,rep
N N = - [ | ,—‘—I i _‘_I=I findings:id:@ B,s1g:11 :006943+007681,0p:splice,rep
o O 55 \H$2T,Hj E Ej]{;t*i findings:id:@ 9,si H: 40+006407 ,0p:splice,rep
I **I 2|=J findings:1d:¢€ 9,s5ig:11 006948+011261,0p:splice,rep:
findings:id:@ B,si s 007062 ,0p: ha\m( rep:d...... c c
J :l—l*& = };,lfzuz‘zﬁ_‘_l:' findings:id:e@ 9,51g:11 :007175+0826404 ,0p: <p11ce rep:4.....:
[ ] <1< 7|< m findings:1d:00080851,s51g:11 :007062+002855,0p:splice,rep:4. =8 [DestAv (8/22)]
N I n 9 E R ,j: = findings:id: 0000 i :007274+012051 ,0p:splice,rep:2. c
N B . findings:1d:¢€ 2,sig:11] :007062+002855,0p:splice,rep:4. =8
— & findings:id:00080 sig: :007274+004850 ,0p:splice,rep:4. 9
° N ~ u \\ = \ h h ! ! .. o 3 LCE,re
I ::I D & findings 0000 5 :007370+019877 ,0p:splice,rep:8. o8 [DestAv (8/22)]
- - findings:id:@ sig:11,s 007506+0 86 ,0p:splice,rep: c
. == I_II findings:id:@ 6,s1ig: :007533+019842 ,0p:splice,rep:2. = [DestAv (8/22)]
SS findings:1d:¢€ sig:11,sync:ip-172-31-18-202-7931,src:030854.:
- Google Project Zero 90K ZE/RN Ll e
findings:1d:¢ 9,sig:11,s 007892+001654 ,0p:splice,rep:4. c
'EIE'* o E EjJ\SF1E: :ﬂ { hS 5'61|£ AY hﬂ*J%Eg findings:1d:¢€ 60,51g:11 :007910+003671,0p:splice,rep:32 o8
[ ] —7— <1< Z I \ findings:1d:¢€ 6 ig:11,src:008044+032387 ,0p:splice,rep:4.....: [DestAv
=X - b , Lg%

Saving sample classification info to database.
Removed 128 duplicate samples from index. Will continue with 6 remaining samples.
Generating final gdb+exploitable script '/home/softscheck/tcpdump-fuzz/findings/GDB' for 6 samples...
Copying 6 samples into output directory
Run: cd findings && gdb < GDB for more crash details.

» * softscheck[~/tcpdump-fuzz]%
m = 1) 4 Ele Edit View Dsbug Mindow Help
WE ﬂ1 & LEHs BRe ) ) DESEOPE00E E5 4 6
ICommand ®
. ModLoad: 05220000 06scS000  C: =
lodload: 06040000 D60E3000  C:g - 3
[} G D B eX IO Ita b | e ModToad: 78900000 78asiogn il .'.- - W F oy .0.30728.6161 w—ww_028hcldfhnicdlu.dll
ModLoad: 54280000 Sd38a000  C: - I N E W W So3h 8.0.30729. 6161 x—ww_730c3S08 MFCI0KOR. DLL
ModLoad: 06070000 06077000  C:
N N NP s HodLoad: 0520000 05eb2000 C
— 7|< ” — HodLoad: 05d0000 05457000 C ]
> S I_J | HodToad: 064=0000 067c=000 c-:I 1 . 11 ="l .-
I ::I D j(i NodLoad: 05460000 05467000 C: - LR ] ] L]
lodLoad: 064=0000 06615000 C: m S 1 o =
ModLoad: 05d60000 05467000  C:
o o HodLoad: 05220000 05267000  C: e - -
' ModLoad: 05dE0000 05457000  C: L h |l ™ " 1
° I X I (d74.804): C++ EH exception — code e06d7363 (first chancs)
e (d74.804): C++ EH exception — code e06d7363 (first chance)
(d74.804): C++ EH exception — code e06d7363 (first chance)
(d74.5b4): Access violation — code cO000005 (first chance)
First chance exceptions are reported before any exception handling.
[ ] Thiz exception may be expected and handled
eax=00=80330 shx=00000000 ecx=016b7d18 =dx=00e802d8 esi=010b7d10 edi= DlSaneD
eip=00=80330 esp=0012escl ebp=0012edBc iopl=D nw up ei pl nz na pe
cs<001b  s5=0023 ds=0023 es=0023 fs-003b g==0000 ot 1-002110208
—t—y Hissing image name, possible paged-out or corrupt dsta
® I I ( ;I F I E Iz $z wor byte ptr [ehxl.al d=:0023:00000000-27
> 0:000> 11load nees
The call to IﬂadL1braz§:(nBu: failed, Win32 error On2
ZFAd & 4"
- Please check yous debagger comfiguration amdsor netvark access.
1,000
000> Tload meec
0005 lexploitable
[ee* ERROR: Symbol file could not be found. Defaulted to export symbols for = - r
'=F‘ a3 — > . \ > S f#% ERROR- Symbol file could not be found. Defaulted to export symbols for — ®
=I="§ ° \/ ~ ~ Exploitabiliby Classification: PROBAELY_ENPLOITABLE
[} ﬁﬁ -L I R I D Feconnended Bug Title: Probably Ezxploitable - Ussr Mode Write AV n=ar HULL starting at & essee v » . - = «l [ ] -
L] ’ My
s=r node write access violations that are near NULL are probsbly exploitable.
F,.E.WHEM—LL
v
4 >
lu;uom ||
Ln 0. Col 0 Sys Di<Local>  Proc 000:d74  Thrd D00Ebd. A F © NUM
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Many exploits are not detected by several IPS engines
714 of 1,486 exploits tested are not t‘._lete_éted by at least one IPS engine,
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What is AEG?
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BRIl : CVE-2009-4270

int outprintf( const char *fmt, .. ) Main()

{ int count; va_list args; ! %mﬁiﬁilﬁlﬁgg%

va_start( args, fmt );
While 'Eg%§ég;ﬁ:

= IREIAZYER

outwrite( buf, count ); // print out

} !
int main( int argc, char* argv[] ) Sw. tch
{ \

const char *arg;

FRIRFE
 FSHIT

« PR,

switch ( arg[0] ) {
case ‘-’: {

Switr h

switch ( arg[1l] ) {
case 0O: /
default: Outpr‘ir‘d:()
}
/ /
default: ..

“.} vsprint.()



Tl

int outprintf( const char *fmt, .. )

{
int count; char buf[1024]; va_list args;
va_start( args, fmt );
count = vsprintf( buf, fmt, args ); <k

iR M FERYERE
- AR

outwrite( buf, count ); // print out » PRIZATR
} = -
= NS
int main( int argc, char* argv[] ) . *U}Eﬁ;}%i@
{
const char *arg; = ShellcodeZyzR
while( (arg = *argv++) !=0 ) { » EIPZ5R
switch ( arg[o] ) {
‘5. NIEZIS S
case ‘-’: {
switch ( arg[1l] ) { E’ - ijﬁﬂgﬁﬁgﬂﬁ
case 0: =
2
default: 8 —t—
outprintf( “unknown switch %s\n”, arg[l] ); %E:;;%ﬁ%
} —
, BT
default: .. . *%*EHUUUH

) esp
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AEG (Automatic Exploit Generation)
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Revery: From Proof-of-Concept to Exploitable

(One Step towards Automatic Exploit Generation)
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Example

1 struct Typel { char([8] data; }s
2 struct Type2 { int status; int* ptr; wvoid init(){..}; };
3 int (*handler)(const int*) = ..;
4 struct{Typel* objl; Type* obj2;} gvar = {};
5. 1int foo(){ diverging input
6 gvar.objl = new Typel;
7 gvar.obj2 = new Type2;
8 gvar.obj2->init(); // resulting different statuses
9. if(vul)
11. if(gvar.obj2->status) // stitching point
// crashing point
13. else // stitching point exploitable point
14. *gvar.obj2->ptr = read_int(); // exploitable point

// hijacking point
16. return res;
17. }

> l‘rﬂﬁz PoCH 42 (9->10->11->12->15) Toi:F
: [EIBPoCEEE, R—HZERER, HATHEARES (epEEH], HELES) .

hijacking point
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1. struct Typel { char[8] data; }:

2. struct Type2 { int status; int* ptr; wvoid init(){..}; }:

3. int (*handler)(const int*) = ..;

4. struct{Typel* objl; Type* obj2;} gvar = {};

5. int foo(){

6. gvar.objl = new Typel;

7. gvar.obj2 = new Type2; gvar.Objl: tagl

8. gvar.obj2->init(); // resulting different statuses > .
0. e objl (tagl)
10. scanf (“ &gvar.objl->data); // vulnerability point
‘mjz >sm) 77/ stitching point

12. res = *gvar.obj2->ptr; // crashing point x

13. else // stitching point

14. *gvar.obj2->ptr = read_int(); // exploitable point

15. handler (gvar.obj2->ptr); // hijacking point

16. return res;

17. }

AEZLMEEEEN : ey P=t ol i N

> V1. i5[aJFuHARIRdSR - > B10ITNRIRER , gvarobjligftafisminatagl ,
> fgfttag_ptr5SBirdsismiratag_objtEEl é‘“tt'.ii.%ﬁﬁﬁlﬂ?objz ﬁ'ﬁobJZEI’JP\J?‘ BIRES A

> V2: EEbusyiRSHIRTE, tag?2 , 1&EptagAILES |, s VIR,

> V3: EAIFFRBURSHINE.



w2t : IRBIFENRTR

1. struct Typel { char[8] data; }s
2. struct Type2 { int status; int* ptr; void init(){..}; };
3. int (*handler)(const int#*) =
4. struct{Typel* objl; Type* obj2;} gvar = {};
5. int foo(){
6. gvar.objl = new Typel;
1. gvar.obi?2 = new Tvpel:
8. gvar.obj2->init(); // resulting different statuses
9. 1f(vul)
10. scanf (“%s”, &gvar.objl->data); // vulnerability point
11. if(gvar.obj2->status) // stitching point
12. res = *gvar.obj2->ptr; // crashing point
13. else // stitching point
14. *gvar.obj2->ptr = read int(); // exploitable point
15. handler (gvar.obj2->ptr); // hijacking point
16. return res;
17. }
L — ]
FENRNAFRRD

> FENUR | RERAEEELY/EHRINIR.
> a0 , Objl i&HZFobj2 , Nobj2 hFEIIE.
> SENRAFMEE  BREE , HFTRARENR , RUFRAZEEE | WANRIERXE

> NEABEREEE  EFEENSANEAEE
> TREWRE © BIENISRAVES | AR

7

=)

+0Xx00 ptr | ===x layout-contributor digraph:

0x00 ?

o
0x08 ptr
Ox10 ptr ==
tag: t5 :
t22

& -

:

0x08 ptr - «

tag: t22

i

P loaa

+0x00 ?

tag: t35

obj2

NS SHREE

IREXNRISAXRAIIES.



stitching point

exploitable point

hijacking point

BLERIZ: 9->11->13->14
BENBREEAEEMARIA.

FFEH1T(Symbolic Execution) ? (&)
> FFETEREREIEERRE,

> RFMHEEITTERMIREEKE,

> BRERLRFIRDNERTRIRFREUELIR
2 mallocZEHRFSH
—RNFLEESHFRIAFBURE S

NEmEHISHER Fuzzing Y

> LISENSIAERB (layout-contributor digraph )
AEMmE , RAEBFuzZIngIREERIRRZ.

> ICRIESITREL , A HEEEFuzzing®lua T (@I
BT HARP LR )

> ERERDITTIRAK , EBERBERFP IR ARE

( exploitable states )




mmiArIFHS R ( Exploit Synthesis )

> BEPHER | RIbRRRAF R A sERVEH

di P vulnerability point E*{JCEQ{IO
s > BEHIE | BRSREBETNTRE , B4
o & Ak PR,
stitching point > G0 , EREKEERFN11->13->14 fl:ﬂ EU
@ crashing point EH/EE& HIJQ >10 >11)=E EEEJZ*U%EQ

>10->11->13->14->15

exploitable point

hijacking point > FIFAERL | KEFIRRAR, miRFIAEEES
REAREM , ERRERI.

BSR4 9->10->11->12

EALIRIR: 9->11->13->14
ERFIAEEZE: 9->10->11->13->14->15
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SCIRZEER ( Evaluation )

Name CTF Vul Type Crash Type | Violation Final State EXP. Gen. | Rex Exp?c]:::ible

wo02 TU CTF 2016 UAF heap error V1 EIP hijack YES NO | Exploitable

woO2_fixed TU CTF 2016 UAF heap error V1 EIP hijack YES NO | Exploitable

shop 2 ASIS Final 2015 UAF mem read V1 EIP hijack YES NO | UNKNOWN

CONTROL main RHme3 CTF 2017 UAF mem read V1 mem write YES NO | UNKNOWN

FLOW babyheap SECUINSIDE 2017 UAF mem read V1 mem write YES NO | UNKNOWN
HIJACK books ASIS Quals 2016 Off-by-one no crash V1 mem write YES NO Failed
marimo Codegate 2018 Heap overflow no crash V1 mem write YES NO Failed
ezhp Plaid CTF 2014 Heap overflow no crash V1 mem write YES NO Failed
notel ZCTF 2016 Heap Overflow no crash V1 mem write YES NO Failed
note2 ZCTF 2016 Heap Overflow no crash V1 unlink attack NO NO Failed
EXPLOIT- note3 ZCTF 2016 Heap Overflow no crash V1 unlink attack NO NO Failed
ABLE fb AlCTF 2016 Heap Overflow no crash V1 unlink attack NO NO Failed
STATE stkof HITCON 2014 Heap Overflow no crash V1 unlink attack NO NO Failed
simple note Tokyo Westerns 2017 Off-by-one no crash V1 unlink attack NO NO Failed

childheap SECUINSIDE 2017 Double Free heap error V1 - NO NO | Exploitable
CarMarket ASIS Finals 2016 Off-by-one no crash V1 - NO NO Failed
FAILED SimpleMemoPad CODEBLUE 2017 Heap Overflow no crash - - NO NO Failed
LFA 34c3 2017 Heap Overflow no crash - - NO NO Failed
Recurse 33c3 2016 UAF no crash - - NO NO Failed

> AT AR E L5 CTFHL BRI 9 MAE R RER:.
> B9 MERFRELIBICERREFRIAE , ST LABaMEA ARG | STTEBFIA,
> AILABsHF BAFEER | HeR | EEAHALEEIRAIPOC,

ReveryHIBER :
> ReveryLlangrA¥a#HITHA | angﬂli%ﬁk DB RFEERSNS | A TELRER.
> BEITTEZBaMEEIASLR | FTTEBIHTHNIREFERE | TEZEIMEERFhE.
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AEG vs. Revery
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Roadblocks of AEG
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- MR (UK)
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- (SEHEE , ESEE
- RE&TNEFET (G)
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The Automated Exploitation
Grand Challenge

Tales of Weird Machines

Julien Vanegue
julien.vanegue@gmail.com

H2HC conference, Sao Paulo, Brazil
October 2013
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How to Improve AEG?

- AEG FA53 * AEG L3R
- MSCERH AN A/ - WRITEIEK 01
« MSLEPSHREA - SO IER/ S IeIREHk b
- IS 2N - EEL MR , SRIEIET

- FEEESCSEE{URY
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