


In Cyber-Anchors We Trust

网络空间中的信任与冲突: Web PKI

段海新, 清华大学

西安交通大学, 2016



Outline

• Trust models and trust anchors
• In Routing, We Trust…
• In DNS,  We Trust …
• In Web PKI,  We Trust



Trust models or policies

Hierarchy and delegation
 (e.g. DNS, X500)

Centralized (e.g. Kerberos) Web of Trust (e.g. PGP, BGP)

Trust on First Use, 
e.g. SSH, DNS/Cert 
Pinning

Forest(e.g. CA)



Trust model of Web PKI

• Web PKI 是 SSL/TLS 的基石，X.509 证书是
HTTPS 的关键要素

– 树状签发结构

– 森林状信任模型



Outline

• Why encryption? 
• How CA works
• Problem of CA
• CDN problems
• Solutions 



为什么加密？





RFC 7258: Pervasive Monitoring Is an Attack

Pervasive monitoring is a technical 
attack that should be mitigated   in the 
design of IETF protocols, where 
possible.
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开放式的通信环境中的安全通信需
要可信第三方（PKI/CA）



Internet PKI certificate lifecycle

IETF PKIX 工作组开发的标准，Internet PKI or Web PKI



原理

• Subscriber 提交 CSR(Certificate Signing Request)
• RA/CA验证 Subscriber 身份

• CA 签发证书

• 在Web服务器上部署证书

• 浏览器访问网站时：

– 服务器在TLS握手过程中出具证书

– 浏览器验证证书链的有效性

– 如果验证通过，则协商会话秘钥，继续通信

– 如果不通过，弹出告警



证书链

• Root CA 在操作系统或浏览器中维护

• 证书链由Server 提供





Root Store in Relying Parties
(i.e. OS, Browser)

• Each OS provides a root store for bootstrap
– Mozilla is an exception, who maintains its own root 

store
– Some relying parties, like hardware, cannot update 

its root store

• Root Certificate Programs 
– Apple :https://www.apple.com/certificateauthority/ca_program.html
– Microsoft: https://msdn.microsoft.com/en-us/library/cc751157.aspx
– Chrome: Certificate Transparency
– Mozilla Certificate Program





Root Certs 

• Mozilla Included CA Cert. List: 170(2016/4/25)
• Apple Mac OS X ~167  (my macbook pro) 
• CAB Forum

– The CA/Browser Forum (or CAB Forum) is a voluntary 
group of CAs, browser vendors, and other interested 
parties whose goal is to establish and enforce 
standards for certificate issuance and processing. 





Problems of Web PKI

• 信任模型的问题
– 任何一个CA可以为任何一个网站签发证书，无需网
站的同意

• 自签名证书的问题

• 验证的问题
– 如何验证申请者的身份？

• 弱密码的问题

• 用户忽略告警

• 证书撤销的问题



Problems of trust model of Web PKI
• 浏览器/OS厂商预置了数百个CA 的根证书

• 每个CA都可签发所有网站证书，被视为合法

• 一个CA被攻破，则所有商务应用可能被颠覆

Cert. of Gmail.com,
Issued by Google

Cert. of Gmail.com,

VeriSign Google



Man in the Middle attack with faked 
but valid certificate



CA故意作恶



CA管理员失职



VeriSign has revoked the certificates, and they are listed in 
VeriSign's current Certificate Revocation List (CRL). However, 
because VeriSign's code-signing certificates do not specify a 
CRL Distribution Point (CDP), it is not possible for any 
browser's CRL-checking mechanism to locate and use the 
VeriSign CRL. Microsoft has developed an update that 
rectifies this problem.

为啥不通过URL撤销证书呢？





Lenovo Superfish Adware



CA被攻破: DigiNotar
•  CA , Root CA, issue commercial and gov cert.
• June,20, 2011, COO :“We believe that DigiNotar's 

certificates are among the most reliable in the field.”
• July. 10, 2011, issued a certificate for *.google.com , 

used in multiple Iranian ISPs
• DigiNotar belatedly admitted dozens fraudulent 

certificates, including Yahoo!, Mozilla, Wordpress, and 
Tor

• DigiNotar detected intrusions, but did not disclose to 
browser vendors. 

• Microsoft, Mozilla, Google, Apple and Opera browser 
revoke Root Certificate of DigiNotar



Validation of 

• Server Certificate serves as website identity
– Domain Validation (DV)

• Trust Domain Name  Email address? 

– Organization Validation (OV)

– Extended Validation (EV)



Mike Zusman, Criminal charges are not pursued:
Hacking PKI (DEFCON, 2008)

Thawte accepted for authentication was sslcertificates@live.com, 
and that one was available for registration. 



历史重演：2015，Comodo



弱密码算法：MD5, SHA-1

• 1991-1996: MD5, 很快流行
• 2004. 王小云教授展示了可以产生MD5的

collision
• 2005: 王小云展示可以产生两个同样签名的证
书，但是秘钥不同

• 2006：Stevens, Lenstra, and de Weger ，chosen 
prefix collision ， 可以制造两个ID不同、签名相
同的证书

• 2008: 从CA获得了一个假冒的CA证书
• 2012:  Flame 病毒用伪造的CA证书签发微软的
补丁更新



被撤销的证书数目庞大

• 1881个CRL ，涉及894个issuer（其中 1485 CRL 
有撤销记录）

• 被撤销证书的条目数： 4,246,382



撤销机制的背景介绍

• 作用：在证书过期之前使其失效
– 证书安全最后的防线，例如 Key Compromise
– 近期案例：Heartbleed

• 撤销检查流程

• 四种工作机制
– CRL
– OCSP
– OCSP Stapling
– CRLset



Case study:  self-signed CA of 
12306













X509v3 CRL Distribution Points:
   URI:http://192.168.9.149/crl1.crl





中美银行网站CA和HTTPS测量



网络银行HTTPS部署问题

• 对中国300多家网上银行和100家美国银行
网站的HTTPS及证书进行了测量和对比分析

• 一些重要的结果：
– HTTPS支持率：中国32%, 美国82%
– 使用可信证书：中国78%， 美国100%
– 证书中增强验证EV证书: 中国14%, 美国51%
– 使用被破解的MD5算法：中国2%,  美国0%
– 秘钥长度：中国的短秘钥(512,1024)比例高于
美国
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When HTTPS Meets CDN

• From 2 parties to 3 parties
• Break into Frontend and Backend

User Website

CDN

Frontend Backend



Broken HTTPS Authentication
in DNS Based Request Routing

User Browser
website.com  A?

CNAME website.com.cdn.com

Website.com.cdn.com  A  x.x.x.x

cdn.com

website.com
https://website.com

website.com != cdn.com

Website

CDN

Root Cause: Browser does not know 
the delegation from website to CDN!

Delegation



Survey on CDNs and Websites

• 20 popular CDN providers

Invalid Certificate Valid Certificate
Status 200 Other Custom Cert Shared Cert

15% 54% 20% 11%
69% 31%

Support DNS Routing Support HTTPS
20 19

• Alexa Top 1M websites
– 10,721 use CDN and HTTPS

有可能原始网站没有启用HTTPS 它们如何解决无效证书问题的
呢？





$ dig kyfw.12306.cn
;; ANSWER SECTION:
kyfw.12306.cn. 25205 IN CNAME kyfw.12306.cn.lxdns.com.
kyfw.12306.cn.lxdns.com. 469 IN CNAME 12306v.xdwscache.glb0.lxdns.com.
12306v.xdwscache.glb0.lxdns.com. 469 IN A 162.105.28.233





Custom Certificate (Type I)
Website’s CA

Website
Upload Certificate
And Private Key CDN User Browser

Website’s Cert
- - - - - - - - - - - - 

CN: website.com

• Have to share private key
• Heavy key management 

overhead
• Inefficient revocation

HTTPS



Custom Certificate (Type II)



Custom Certificate (Type II)
Not covered in the paper

Website’s CA

Website CDN User Browser

Website’s Cert
- - - - - - - - - - - - 

CN: website.com

• Heavy key management overhead
• Inefficient issuance and revocation

HTTPS

Cooperation



Shared Certificate
CDN’s CA



Shared Certificate
CDN’s CA

Website

Permit adding website.com 
into CDN’s Certificate

CDN User Browser

CDN’s Cert
- - - - - - - - - - - - - - CN: 

cdn.com
SAN: website.com

• Improper security indicator  (e.g. website 
has EV but CDN has DV/OV)

• Website can not revoke the certificate

HTTPS



Case Study on Shared Certificate

• CDN: Incapsula (CA: GlobalSign)
– Issuance: Email confirmation from CA
– Revocation

• Incapsula removed our website domain name in a 
new shared certificate

• But our stale certificate was not revoked by CA
• Contacted GlobalSign, but no response

• Incapsula said they would work on this 
problem with their CAs



Revocation Problem of
Shared Certificate

• 1198 websites using shared certificate
• Certificate update, CRL and OCSP
• Last for 3 months
• 1865 certificate updates from 5 CDNs, but 

none was revoked
• Also discovered by Web PKI (NDSS 2014)

– “this form of operation should be more strongly 
regulated”



证书更换与撤销的信息统计

• Alexa Top 1M 网站，7个星期的测量

– 发生 67,290 次证书更换

– 983个证书被撤销

• 时间间隔在 0~5 天
• 251 个证书被撤销却依然被使用

– 约 30% 的证书撤销与更换只更改了密钥，其他
信息不变

– 73% 的证书更换后没有被撤销

• 绝大部分是 CDN 共享证书



In WHAT,  we TRUST ?

Q & A
duanhx@tsinghua.edu.cn


