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« Control-Flow Integrity Principles, Implementations,
and Applications, Martin Abadi, Mihai Budiu, Ulfar
Erlingsson, Jay Ligatti, CCS’05
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= Performance overheads
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Figure 4: Execution overhead of inlined CFI enforcement on SPEC2000 benchmarks.

+ Compatibility nightmare
« Legacylibraries
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+ FPGateby PKU&BItBlaze teams(2012)

*

*

*

*

Protect Function pointers, virtual methods and so on
Provide a binary compatibility solution for PE files
Max: 1.41%, Avg: 0.36%

MS Bluehat Prize Contest Special Recognition Award

Followed by
+ Control-flow Guard, MS, 2014

« Enforcing Forward-Edge Control-Flow Integrity in GCC & LLVM,
Google, 2014



+ CCFIR, S&P’13
+ CFl for COTS, Usenix Security’13

+ KCoFl, S&P’14
+ MCFI, PLDI’14

+ OCFIl, NDSS’15
+ CCFI, CCS’15



+ 00C, S&P’14

« DVE, by Yuange

« CFB, Control-flow bending, Usenix Security’15
+ Control Jujutsu, CCS’15



To be CFI, or not to be?
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Existing System Access Controls
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= User level

= Resourceaccess per user permission
+ Process Level

« Resourceaccess per process integrity level
+ API Level

« APl resourceaccess per HIPS policy



Granularity from OS Ring 3 view

Module 1 N\

\8A 1/ \IS_A/
Module N <

ISA ISA

Module 1 \

m /API1.1.N\
ISA \&a ]/

Module N

N\




Module/ISA Level granularity gap
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Innovation Path On Behavior Detection

Inter Component Branch Transfer Behavior Detection

N2

Intra Component Branch Transfer Behavior Detection

Instruction Level Behavior Detection




Branch Transfer Access Control

(BTAC)

+ Inter-components Branch Transfer Acc _ontrc

* Branchaccess per Component
+ Intra-components Branch Transfer Access Control

+ Branchaccess per branchtransfer properties
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Valid Gadgets
_—

« smre L CFIB-4m, A% akvalid gadgets
+ Ret to Call-site, callzlibc
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Syscall Access Control (SCAC)
\

« BTACH#) 454] : Syscall Access Control

« Explicit legal syscallinstructions
* Guaranteed by BTAC or CFI

« Access control based on In-process context
+ e.g. memory sealing
+ More e.g. User-driven Access Control (S&P’12)

+ Performance
+ Syscall is much less frequent invoked than branch transfer
« Thus we can check more context




Branch Transfer Access Control

with BTF
-’

« BTF is the flagin MSR_DEBUGCTLA MSR
# Used to enable single-step on branches

31 76 543210

Reserved

BTS_OFF_USR — Disable storing non-CPL_0 BTS
BTS_OFF_OS — Disable storing CPL_0 BTS
BTINT — Branch trace interrupt
BTS — Branch trace store
TR — Trace messages enable

BTF — Single-step on branches
LBR — Last branch/interrupt/exception

Figure 17-12. MSR_DEBUGCTLA MSR for Pentium 4 and Intel Xeon Processors
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+ GIFT by TK

+ Internal function should never be called by arbitrary
component, for example MSHTML.DLL->NTDLL

+ The branch transfers happen between many external
components' functionand NTDLL internal functions
are invalid cases




BTAC vs. Vital Point Strike
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& s by TK
« Use Script engine safe mode to call privileged APIs

« The branch transfer between script engine and
privileged APIs with sensitive contents should be
blocked




BTAC vs. Interdimensional Execution
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+ DVE by Yuange
+ Use script engine to create arbitrary API calls

+ JIT code should not directly call into many sensitive
APls
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CFlis anotherimportant securitylayer, not the final
solution

CFlis necessaryand effective to supportin-process access
control, like BTAGC, to build a full Airport Security Model

Branch Transfer Access Control is missed part in today’s
access controlfacility

BTAC provides solid protections against systemlevel
intrusions

« Con: still needs more memory safety support to guarantee in-
process abusing

 Pro: don’t require full memory safety
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