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Outline 

•  Trust	  models	  and	  trust	  anchors	  
•  In	  Rou9ng,	  We	  Trust…	  
•  In	  DNS,	  	  We	  Trust	  …	  
•  In	  Web	  PKI,	  	  We	  Trust 



网络空间（Cyberspace） 

•  通过互联网和计算机进行
通信、控制和信息共享的
虚拟空间(oxford	  dic9onary)	  

•  网络空间里没有明确的、
固定的边界，没有集中的
控制权威 

-‐-‐《网络空间安全一级学科论
证报告》，2015年5月 



信任（Trust） 

•  相信某人（组织）或某物：	  
– 真实，可靠，不撒谎	  
– 有能力（Ability）或	  
强度（Strength）	  

Oxford Dictionary: Firm belief 
in the reliability, truth, ability, or 
strength of someone or 
something 

Trust	  Fall 



Trusted	  in	  a	  closed	  community	  	  

closed	  world	  



Trust	  in	  an	  open	  world,	  cyberspace	  

冷漠	   误解	   谋利，有意攻击	  



Trust	  models	  or	  policies 

Hierarchy	  and	  delega9on	  
	  (e.g.	  DNS,	  X500) 

Centralized	  (e.g.	  Kerberos) Web	  of	  Trust	  (e.g.	  PGP,	  BGP) 

Trust	  on	  First	  Use,	  
e.g.	  SSH,	  DNS/Cert	  
Pinning 

Forest(e.g.	  CA) 



DNS	  
	  
	  
	  

互联网基础设施的信任模型	  
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ISP	  

ISP	  

ISP	  
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PKI	  DNS	  
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In	  Rou9ng(without	  anchor),	  	  
We	  Trust 



Prefix	  hijack	  and	  	  route	  leak	  	   

•  Malicious	  AS	  announces	  
a	  more	  specific	  prefix	   

•  Customer	  leaks	  provider	  4’s	  
route	  to	  provider	  5,	  which	  
causes	  a	  MITM	   

P P=192.0.0.0/8	  

1 

4 5 

P4	  {4}	   
P4	  {1	  4}	   

P4	  {4}	   Provider	   

Customer	   

Provider	   Peer	   Peer	   

Song	  Li,	  Haixin	  Duan,	  	  Zhiliang	  Wang,	  and	  Xing	  Li,	  Route	  Leaks	  
Iden9fica9on	  by	  Detec9ng	  Rou9ng	  Loops,	  SecureComm	  2015 



YouTube	  Hijacking	  by	  Pakistan	  
Telecom,	  2008	  

Youtube:	  208.65.152.0/22	  
Pakistan	  Telcom:	  
208.65.152.0/24	  



中国某ISP路由劫持，2010年4月8日	  

hgp://www.renesys.com/2010/11/chinas-‐18-‐minute-‐mystery/	  

•  15%地址空间	  

•  170国家	  

•  持续18分钟	  

the	  scagershot	  nature	  of	  the	  hijack	  suggests	  a	  random	  mistake,	  not	  a	  
deliberate	  agack	  on	  anyone	  in	  par9cular	  



RPKI	  and	  	  BGPSec 

An	  Infrastructure	  to	  Support	  Secure	  Internet	  Rou9ng,	  RFC	  6480,	  2012	  	  



Deployment	  of	  RPKI 

hgp://rpki-‐monitor.antd.nist.gov/?p=0&s=1 

完美之路，遥遥无期。	  
不过，互联网的运转基本正常	  
大规模劫持必须向世界宣告一条非法路由	  
	  谁愿意公开地与世界为敌？ 



Content	  rou9ng:	  Forwarding-‐loop	  agack	  in	  CDN	  

POST	  /	  
Host:	  example.com	  

CDN	  A	  

CDN	  B	  CDN	  C	  

POST	  	  

PO
ST	  	  

example.com	  -‐>	  B	  

example.com	  -‐>	  C	  example.com	  -‐>	  A	  

Agacker	  

Agacker	  
(Malicious	  customer)	  

15	  Jianjun	  Chen,	  Jian	  Jiang,	  Xiaofeng	  Zheng,	  Haixin	  Duan,	  Jinjin	  Liang,	  Tao	  Wan,	  Kang	  Li,	  Vern	  
Paxson,	  Forwarding-‐Loop	  Agacks	  in	  Content	  Delivery	  Networks,	  	  NDSS	  2016	  （Dis9nguished	  
Paper	  Award） 



Vulnerable	  CDN	  vendors(acknowledged	  )	  

16	  



Loop-‐Detec9on	  Headers	  are	  different	  	   

17	  
RFC	  7230	  recommends	  to	  use	  Via	  header	  for	  loop	  detec9on	  

CDN	  Provider Loop	  Detec1on	  
Header 

CDN	  Provider Loop	  Detec1on	  
Header 

Akamai Akamai-‐Origin-‐Hop CloudFlare X-‐Forwarded-‐For	  
CF-‐Connec9ng-‐IP 

Alibaba Via CloudFront Via 

Azure(China) Fastly Fastly-‐FF 

Baidu X-‐Forwarded-‐For	  
CF-‐Connec9ng-‐IP 

Incapsula Incap-‐Proxy-‐ID 

CDN77	   KeyCDN 

CDNlion Level3 Via 

CDN.net MaxCDN 

CDNsun Tencent X-‐Daa-‐Tunnel 



Bypassing	  CDN	  defenses 
•  Chain	  loop-‐aware	  CDNs	  to	  other	  CDNs	  that	  can	  be	  
abused	  to	  disrupt	  loop-‐detec9on	  headers	  

•  Abusive	  features	  provided	  by	  CDNs:	   

CDN	  Provider Reset Filter 

CDN77	   Via 

CDNlion Via 

CDN.net Via 

CDNsun Via 

Fastly No-‐self-‐defined 

MaxCDN Any 
18	  



We	   believe	   the	   agacks	   you	   men9oned	   are	  
valid	  and	  can	  be	  a	  great	  danger	  to	  CDNs	  and	  
Internet	  in	  general.	  This	  is	  indeed	  something	  
we	  take	  very	  seriously 

We	   wonder	   if	   you	   are	   willing	   to	   coordinate	  
the	   effort	   of	   communica9ng	   with	   different	  
CDNs	  to… 



A	  case,	  without	  centralized	  anchor…	  

•  A	  case	  that	  highlights	  the	  danger	  of	  allowing	  
cross-‐organiza9on,	  user-‐controlled	  (untrusted)	  
policies	  without	  centralized	  administra9on	  

•  How	  to	  enforce	  standard	  compliance,	  especially	  
when	  global	  coordina9on	  is	  needed	  

•  Who	  is	  responsible	  for	  compliance	  of	  IETF	  
standards?	  

20	  



In	  DNS	  we	  Trust 



Trust	  Anchors:	  Only	  Root?	  	  
客户端：递归/缓存	  

–  Cache,	  Recursive	  
权威服务器
（Authorita9ve），Root,	  
TLD,	  …	  	  	  

Stub	  
resolver	  

Recursive	  
(Cache)	   CN	   NET	  

edu.cn	  	  

.	  

cernet.net	  	  

tsinghua.du.cn	  	  

www.tsinghua.du.cn	  	  
hgp://www.tsinghua.edu.cn	  

gTLD	  
ccTLD	  

UDP 

www.tsin
ghua.edu

.cn	  



 Problem:  
“Parent-Sticky” or “Child-Sticky” ?

!4

com

example 
.com

Recursive 
resolver 

(Cache server)

;;Authority Section 
example.com   3600  NS  
              S1.example.com

Authority
Cache

&&S1&3600&&&&  
or&&&&

S2&7200?&
• Which one does the resolver prefer? 
• Answer from RFC2181: Child Sticky! 
• Child-Sticky enables self-update !

;;Authority Section 
example.com   7200 NS  
               S2.example.com

Authoritative  reply



Ghost Domain, CVE-2012-1033, 2012

• Attacker registers domain name for various attacks

!3

COM

ns.phishing.com

Cache00Resolver0
Authorita8ve0  
Name0Server

DNS0Server
NS00phishing.com0
A0000ns.phishing.com

NS00phishing.com0
A0000ns.phishing.com

NS00phishing.com0
A0000ns.phishing.com

Should0Expire0 
a?er0TTL,0BUT...

Cache

The0aEacker0can0manipulate0the0resolver0and0
keep0his0domain0resolvable0long0a?er0TTL

• Current practice is to revoke domain from registrar
• But a domain could be resolvable long after that...



幽灵域名对工业界和学术界的影响 � 
n  论文发表在网络安全顶级学术会
议NDSS � 2012 � 

n  美国国家漏洞库收录，10个DNS
软件厂商为自己的软件发布补丁 � 

n  美国联邦通讯局（FCC）安全工
作组将Ghost � domain写入2012
年安全最佳实践（Best � Practice）
报告 � 

 
 

[September, 2012]                        WORKING GROUP 4 
Network Security Best Practices 

 
FINAL Report – DNS Best Practices 

  

The Communications Security, Reliability and Interoperability Council III   Working Group [#4] 
                   [SEPTEMBER, 2012] 
 

Page [42] of [55] 

1) BCP 38/RFC 2827 Network Ingress Filtering: Defeating Denial of Service Attacks 
which employ IP Source Address Spoofing35 

2) BCP 84/RFC 3704 Ingress Filtering for Multihomed Networks36 
3) BCP 140/RFC 5358 Preventing Use of Recursive Nameservers in Reflector Attacks37 
4) SAC 004 – Securing the Edge38 
5) SAC 008 – DNS Distributed Denial of Service (DDoS) Attacks39 

 
The primary recommendations from all of these documents boil down to these two points: 
 

1) Do not allow open recursive DNS servers if possible. 
2) Employ ingress filtering on your network to defeat IP spoofing. 

5.4.1.1 Recommendations 
1) ISPs should implement BCPs and recommendations for securing an ISP’s recursive 

DNS infrastructure against Reflective DNS Amplification DDoS attacks that are 
enumerated in the following documents:  

a. BCP 38/RFC 2827 Network Ingress Filtering: Defeating Denial of Service 
Attacks which employ IP Source Address Spoofing 

b. BCP 84/RFC 3704 Ingress Filtering for Multihomed Networks 
c. BCP 140/RFC 5358 Preventing Use of Recursive Nameservers in Reflector 

Attacks 
d. SAC 004 – Securing the Edge 
e. SAC 008 - DNS Distributed Denial of Service (DDoS) Attacks 

5.4.2 Ghost Domains 

In February 2012, a new, quite effective technique for maintaining a suspended domain that has 
been removed from its TLD zone was discovered.  Such an attack has been given the moniker of 
a “ghost domain”.40  An attacker can easily set up a legitimate domain (e.g. hacker.com) and 
control the domain’s authoritative name server.  The attacker will then submit DNS queries for 
www.hacker.com through several recursive name servers (which their botnets can query 
successfully from any ISP or network they reside), forcing the DNS servers to resolve 
www.hacker.com and cache the results, including nameserver information for that domain, and 
the IP address (controlled by the attacker) for the nameservers.  Once hacker.com is identified as 
a malicious domain, remediation action will occur that will lead to the top-level domain registry 
(for .com in this example) removing hacker.com from their zone file.  However, the recursive 
name servers will not query the top-level domain authoritative server (and subsequently remove 
hacker.com from their own records) until their cached TTLs for hacker.com and its authoritative 
nameservers expire.  Consequently, by querying each targeted recursive name server regularly 
for new hostnames under hacker.com, those recursive nameservers will query the cached 
authority nameservers for the domain, which remains cached.  The attacker will refresh the 

                                                 
35 http://tools.ietf.org/html/bcp38 
36 http://tools.ietf.org/html/bcp84 
37 http://tools.ietf.org/html/bcp140 
38 http://www.icann.org/en/groups/ssac/documents/sac-004-en.pdf 
39 http://www.icann.org/en/groups/ssac/dns-ddos-advisory-31mar06-en.pdf 
40 http://www.isc.org/files/imce/ghostdomain_camera.pdf 



Ghost	  Domain	  被翻译
成日文在日本互联网
届产生重要影响	  
	  
2015年2月，我访问
日本时，译者送我的
签名拷贝 



We	  trust:	  Root,	  Link	  and	  local	  resolver	  	  

Stub	  
resolver	  

Recursive	  
(Cache)	  

cn	  

edu.cn	  

.	  

gTLD	  

Root	  

ISP	  管理员  Root	  
Manager 

ISP	  或政府 

2.	  劫持链路 

3.	  控制解
析服务器 

1.	  控制／劫持权威
服务器 



Root	  	  Manipula9ons/Hijacking?	   

•  Hijacking	  of	  Root	  by	  Jon	  Postel,	  1998	  
– 邮件通知8个root管理员同步IANA而非NSI	  

•  2014/6/24《人民日报》：在美国政府授意
下，伊拉克顶级域名“.iq”的申请和解析工
作被终止，所有网址以“.iq”为后缀的网站
从互联网蒸发	  

•  《信息安全与通信保密》2014年第10期：
美国终止了利比亚的顶级域名．ly的解析服
务，导致利比亚从网络中消失3天	  

真是这样的吗？证据来自哪里？ 



美国真的删过“.IQ”和“.LY”吗？ 

（ICANN	  首席技术官 David	  Conrad，ICANN	  北
京合作中心主任宋崝，域名工程中心高级研究
员张建川） 

伊拉克域名IQ被美国删除的
背后以及早期的根域名管理 

hgp://netsec.ccert.edu.cn/duanhx/?p=1850 hgp://www.inforsec.org/wp/?p=86 

段海新 



Root-‐Servers 

hgp://www.root-‐servers.org/ 



	  February	  2015 



Measuring	  Roots,	  for	  performance	  and	  … 

J.	   Liang,	   J.	   Jiang,	   H.	   Duan,	   K.	   Li,	   and	   J.	   Wu,	  
“Measuring	   query	   latency	   of	   top	   level	   DNS	  
servers,”	  Passive	  and	  Ac9ve	  Measurement,	  March	  
2013. hgps://blog.thousandeyes.com/

comparing-‐dns-‐root-‐server-‐performance/ 



到Root的延迟：	  CERNET	  &	  Europe,	  2012	  

•  Root	  DNS	  delay	  in	  
CERNET	  

•  Root	  Delay	  in	  Europe	  	  

欧洲大多数根的延迟
100-‐200ms 

除M(300ms)以外，Root延	  <	  30ms 



hgps://blog.thousandeyes.com/comparing-‐dns-‐root-‐server-‐performance/ 



Faked	  Roots	  in	  AS	  4538,	  detected	  by	  	   

•  J.	   Liang,	   J.	   Jiang,	   H.	   Duan,	   K.	   Li,	   and	   J.	   Wu,	  
“Measuring	   query	   latency	   of	   top	   level	   DNS	  
servers,”	  Passive	  and	  Ac9ve	  Measurement,	  March	  
2013. 

•  Xun	  Fan,	   John	  Heidemann	  and	  Ramesh	  Govindan.	  
Evalua9ng	   Anycast	   in	   the	   Domain	   Name	   System.	  
IEEE	  Infocom	  ,	  Apr.	  2013	  

•  Ben	   Jones,	   Nick	   Feamster,	   Vern	   Paxson,	   Nicholas	  
Weaver,	   Mark	   Allman.	   Detec9ng	   DNS	   Root	  
Manipula9on.	   Passive	   and	   Ac9ve	   Measurement	  
Conference,	  March	  2016.	  	  



Alterna9ve	  Root	  solu9ons 

•  Open	  Root	  Server	  Network	  (ORSN)	  
– Synchroniza9on	  with	  ICANN.	  
–  to	  avoid	  the	  technical	  possibility	  of	  global	  
"Internet	  shutdown"	  by	  one	  party.	  

– Paul	  Vixie,	  is	  a	  proponent	  of	  the	  ORSN.	  
•  eDNS	  (Enhanced	  Domain	  Name	  Service)	  
•  Open	  RSC(Root	  Service	  Confedera9on	  ) 



ICANN:	  One	  world,	  One	  Internet	   





We	  trust:	  Root,	  Link	  and	  local	  resolver	  	  

Stub	  
resolver	  

Recursive	  
(Cache)	  

cn	  

edu.cn	  

.	  

gTLD	  

Root	  

ISP	  管理员  Root	  
Manager 

ISP	  或政府 

2.	  劫持链路 
3.	  控制解
析服务器 

1.	  控制／劫持
权威服务器 



DNS	  Hijacking:	  多少链路可以劫持？	  

第 �章 '16多重依赖问题

ce rne t . ne t .

edu .cn .

ne t . edu .cn .

n e t .

hk .

.

hkirc.net .hk.de .

nic.de. de .ne t .

cuhk.hk.

cuhk.edu.hk .dfn.de.

win-ip.dfn.de.

tu-berlin.de.

cn.

dns.cn.

gt ld-servers .net .

pch .ne t . hkdnr.hk.

denic.de. hkdnr .ne t .hk .

图 ��� FHUQHW�QHW 域依赖图。图中源节点、加粗 �红色� 的节点和边表示基本依赖图
Gessential� Gessential 合并实线 �蓝色�节点和边为关键依赖图 Gcritical� Gcritical 合并点划线 �绿
色�节点和边为显式依赖图 Gexplicit �所有节点和边合并为一般依赖图 Ggeneral。

首先，域 a的所有祖先均独立构成其关键依赖集合。如图 ���中，FHUQHW�QHW�

由于和祖先之间的依赖所形成的关键依赖集合有两个：^³QHW�´`以及 ^³�´`。除此

以外，如果 a的所有授权记录均没有 JOXH记录，则 a有一个额外的关键依赖集合，

由所有授权记录所引入的依赖域构成。图 ���中，由于全部授权记录均没有 JOXH，

造成FHUQHW�QHW�有一个额外关键依赖集合 ^³HGX�FQ�´，³QHW�HGX�FQ�´`。而这个额外

的关键依赖集合还可能会通过传递引入更多的关键依赖集合。在去重处理后，

图 ���中 FHUQHW�QHW�最终共有 �个关键依赖集合： ^³QHW�´`、 ^³�´`、 ^³HGX�FQ�´`、

^³FQ�´`。

��

cernet.net	  

net	  

.(ROOT)	  

为解析cernet.net，假设递归
解析服务器的缓存是空的，
看似只需知道ROOT,	  NET的IP
地址：	  

实际情况：	  



每个所依赖域名的解析路径被劫持，
都会达到劫持的效果	  

第 �章 '16多重依赖问题

afilias-nst.org.

ns.sx.

nlnetlabs.nl.

nic.la.

cctld.afilias-nst.org.

mninet.ms.
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surf.net.

u.arizona.edu.

arizona.edu.

ezdns.it.
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me.

icb.co.uk.

ezdns.so.
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linkcom.pt.

pl.

nic.me.

org.afilias-nst.org.
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dyntld.net.

apnic.com.

hkg1.afilias-nst.info.

dynamicnetworkservices.net.

nic.cl.

isc.org.

dns.br.

inone.com.

se.

pm.

sidn.nl.

yt.re.

mydyndns.org.

link.pt.

es.

ezdns.re.

tf.

cctld.afilias-nst.info.

info.

rice.edu.

edu.

ams1.afilias-nst.info.

ezdns.wf.

wf.

org.

lsu.edu.

.

uu.net.

nic.it.

domain-registry.nl.

nettica.com.

dns.pt.

zoink.it.

centralnic.net.

so.

br. tednet.nl.

ns13.net.

centralnic-dns.com.

nstld.com.

ezdns.sx.

nic.gs.

fr.

ch.

gtld-servers.net.

ms.

fccn.pt.
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dnsnode.net.
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mia1.afilias-nst.info.
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ripe.net.

surfnet.nl.
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switch.ch.

arin.net.
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inesc.pt.

pch.net.

cesca.es.

nstld.net.

nic.uk.

ezdns.yt.

ezdns.pm.

ezdns.me.

cnr.it.

图 ��� 复杂（]RLQN�LW�）依赖关系示例。由于依赖关系的传递，]RLQN�LW�共依赖于 ���个
'16域。

第五节围绕多重依赖问题对运行管理的影响及其系统设计层面上的原因进行一般

性的讨论；最后回顾和比较相关工作并小结。

��� 问题描述

'16域之间存在依赖关系即表明其解析过程存在关联。从定义 ���出发，将

'16视为数据分区集合 Z 以及缓存副本集合 R构成的二元组 (Z, R)。和授权关系

类似，可以将 '16域之间的依赖关系描述为：

定义 ��� �'16数据分区（域）之间的依赖关系�： '16 数据分区（域）之间的

依赖关系为数据分区集合 Z 上的二元关系 Dependency = (Z, Z, Gdependency)。

∀zi,z j ∈ Z, i ! j，对于资源记录 (name, type) ∈ zi，如果在任意缓存副本 r 上执

行 read(r, (name, type))可能触发 r 向 z j 的数据同步操作，则称 zi 依赖于 z j，即

Dependency(zi, z j)。

定义 ���中已说明“数据分区”和“域”，以及“缓存副本”和“递归解析器”是

等价的，为便于理解，本章后续的描述中采用对于依赖关系来说更为直观的后

者。

显然这种依赖关系是传递的，为区分 '16域之间的直接依赖关系和由于传

递导致的间接依赖关系，定义依赖关系的传递性如下：

定义 ��� �'16域依赖关系的传递性�： ∀zi,z j,zk ∈ Z, i ! j ! k， 如 果 有

Dependency(zi, z j) 且 Dependency(z j, zk)， 则 zi 通 过 z j 依 赖 于 zk， 即

��

•  域名A依赖B，表示解析A之前可能需要首先
解析B	  

•  我们对100万最热门域名依赖性进行了分析	  
•  平均依赖46个	  
•  最多依赖117个	  



[dns-‐opera9ons]	  Odd	  behaviour	  on	  one	  node	  in	  
I	  root-‐server 	  (facebook,	  youtube	  &	  twiger) 

DNS-Operations Report (24 March 2010)

Hi there! A local ISP has told us that there's some strange behavior with at 

least one node in i.root-servers.net (traceroute shows mostly China) It seems 

that when you ask A records for facebook, youtube or twitter, you get an IP 

and not the referral for .com

It doesn't happen every time, but we have confirmed this on 4 different 

connectivity places (3 in Chile, one in California)

This problem has been reported to Autonomica/Netnod but I don't know if 

anyone else is seeing this issue.

This is an example of what are we seeing: 

$ dig @i.root-servers.net  www.facebook.com  A ; 

….

ANSWER SECTION: www.facebook.com. 86400 IN A 8.7.198.45 

Mauricio Vergara Ereche 

Santiago CHILE

hgps://lists.dns-‐oarc.net/pipermail/dns-‐opera9ons/2010-‐March/005260.html 



Root	  Servers	  in	  China	  

2013:	  	  4(BJ)	  +	  5(HK)	  +	  3(TW)	  =	  12	  	  	  	  	  	  	  	  	  	  	  	   2013:	  	  4(BJ)	  +	  5(HK)	  +	  3(TW)	  =	  12	  	  	  	  	  	  	  	  	  	  	  	  



● The global advertisements for 192.36.148.0/24 include AS 
29216 (I-root) and AS 8674 and then traversed several 
Chinese ASNs (in red).

● Inbound packets on this path would traverse AS 10026 
(PacNet), AS 7497 (Computer Network Information Center), 
AS 24151 (CNNIC) before reaching AS 29216 and 8674:

● […] 10026 7497 7497 24151 8674 29216
● Peers selecting this path would clearly be sending their 

queries to the Beijing node.
● The results reported by Mauricio Vergara Ereche on the 

dns-operations mailing list are consistent with GFW 
behavior.

Explanation

hgp://www.renesys.com/tech/presenta9ons/pdf/DNS-‐Tampering-‐and-‐Root-‐Servers.pdf	  



Who could have been affected?



● Netnod intends the Beijing node to be globally visible.
● Netnod employs TSIG and routinely checks serial numbers 

of the data at each of their root server instances against 
Verisign/IANA root zone data to ensure validity.

● The tampering of replies from the Beijing I-root was 
completely consistent with and almost irrefutably the GFW.

● Netnod withdrew their anycasted routes until their host 
(CNNIC) could secure assurances that the tampering would 
not recur.

● Netnod serves a large Internet user base in China and its 
Beijing node is one of its top 5 busiest instances.

Netnod serves Chinese market

Thanks to Kurt Erik Lindqvist, CEO Netnod, for info on I-root operations and this incident.



We	  trust:	  Root,	  Link	  and	  local	  resolver	  	  

Stub	  
resolver	  

Recursive	  
(Cache)	  

cn	  

edu.cn	  

.	  

gTLD	  

Root	  

ISP	  管理员  Root	  
Manager 

ISP	  或政府 

2.	  劫持链路 

3.	  控制解析服
务器 

1.	  控制／劫持
权威服务器 



如果你可以控制解析服务器… 
From:Paul	  A	  Vixie[SMTP:paul@vix.com]	  
Sent:Thursday,	  October	  31,	  1996	  12:56	  PM	  
To:newdom@vrx.net	  
Subject:requirements	  for	  par9cipa9on	  
	  
I	  have	  told	  the	  IANA	  and	  I	  have	  told	  InterNIC	  -‐-‐	  
now	  I'll	  tell	  you	  kind	  folks.	  
	  
If	  IANA's	  proposal	  stagnates	  past	  January	  15,	  
1997,	  without	  obvious	  progress	  and	  actual	  
registries	  being	  licensed	  or	  in	  the	  process	  of	  being	  
licensed,	  I	  will	  declare	  the	  cause	  lost.	  	  At	  that	  
point	  it	  will	  be	  up	  to	  a	  consor9um	  of	  Internet	  
providers,	  probably	  through	  CIX	  if	  I	  can	  
convince	  them	  to	  take	  up	  this	  cause,	  to	  tell	  
me	  what	  I	  ought	  to	  put	  into	  the	  "root.cache"	  
file	  that	  I	  ship	  with	  BIND.	  

ORSN	  (2002-‐2008,	  2013-‐)	  
(Open	  Root	  Server	  Network) 

Paul	  Vixie	  
Author	  of	  BIND	  
Chair	  of	  SAC	  of	  
ICANN	  

As	  a	  long	  9me	  supporter	  of	  the	  
universal	  namespace	  operated	  by	  
IANA,	  it	  may	  come	  as	  a	  surprise	  that	  I	  
have	  joined	  the	  Open	  Root	  Server	  
Network	  project	  (ORSN).	  I'll	  try	  to	  
explain	  what's	  going	  on	  and	  what	  it	  all	  
means. 

hgps://www.ie}.org/mail-‐archive/text/ie}/1996-‐11 



有些ISP利用解析服务NXDOMAIN赚钱 

N.	  Weaver,	  V.	  Paxson,	  and	  C.	  Kreibich,	  “Redirec9ng	  DNS	  for	  Ads	  and	  Profit,”	  presented	  at	  the	  
Proceedings	  of	  the	  20th	  USENIX	  Security	  Symposium“s	  Workshop	  on	  Free	  and	  Open	  
Communica9ons	  on	  the	  Internet	  (FOCI	  ”11),	  2011. 







DNSSEC：防止链路劫持、缓存污染	  

•  Clients(resolvers)	  
validate	  the	  signature	  
with	  their	  public	  keys	  

•  Servers	  sign	  all	  the	  DNS	  
records	  with	  their	  
private	  Keys	  

Stub	  resolver	  

Recursive	  
Cache	  

DNSSEC	  enabled	  

NET	  

examle.net	  	  

.	  

example.net	  NS	  a.iana-‐servers.net.	  

example.net	  RRSIG	  bFhV….0Y3NI	  

User	  Trust	  Root	  servers,	  the	  only	  trust	  anchor	  	  



Paul Vixie, June 1995:
This sounds simple but it has deep
reaching consequences in both the
protocol and the implementation—
which is why it’s taken more than a
year to choose a security model and
design a solution. We expect it to
be another year before DNSSEC is in
wide use on the leading edge, and at
least a year after that before its use
is commonplace on the Internet.

BIND 8.2 blurb, March 1999:
[Top feature:] Preliminary DNSSEC.

BIND 9 blurb, September 2000:
[Top feature:] DNSSEC.

Paul Vixie, November 2002:
We are still doing basic research on
what kind of data model will work
for DNS security. After three or
four times of saying “NOW we’ve
got it, THIS TIME for sure” there’s
finally some humility in the picture

“Wonder if THIS’ll work?”

It’s impossible to know how many
more flag days we’ll have before it’s
safe to burn ROMs It sure isn’t
plain old SIG+KEY, and it sure isn’t
DS as currently specified. When will
it be? We don’t know.

2535 is already dead and buried.
There is no installed base. We’re
starting from scratch.



DNSSEC	  	  
Trusted	  Community	  Representa9ves 

Recovery	  Key	  Share	  Holders	  
	  
•  Bevil	  Wooding,	  TT	  
•  Dan	  Kaminsky,	  US	  
•  Jiankang	  Yao,	  CN	  
•  Moussa	  Guebre,	  BF	  
•  Norm	  Ritchie,	  CA	  
•  Ondřej	  Surý,	  CZ	  
•  Paul	  Kane,	  UK 

Crypto	  Officers	  for	  the	  US	  East	  Coast	  Facility	  
•  Alain	  Aina,	  BJ	  
•  Anne-‐Marie	  Eklund	  Löwinder,	  SE	  
•  Frederico	  Neves,	  BR	  
•  Gaurab	  Upadhaya,	  NP	  
•  Olaf	  Kolkman,	  NL	  
•  Robert	  Seastrom,	  US	  
•  Vinton	  Cerf,	  US	  
	  
Crypto	  Officers	  for	  the	  US	  West	  Coast	  Facility	  
•  Andy	  Linton,	  NZ	  
•  Carlos	  Mar9nez,	  UY	  
•  Dmitry	  Burkov,	  RU	  
•  Edward	  Lewis,	  US	  
•  João	  Luis	  Silva	  Damas,	  PT	  
•  Masato	  Minda,	  JP	  
•  Subramanian	  Moonesamy,	  MU hgp://www.root-‐dnssec.org/index.html 





hgp://stats.labs.apnic.net/dnssec 

DNSSEC	  Valida9on	  Rate	  by	  country	  (%) 



DNSSEC部署现状意味着什么？ 

•  尽管权威服务器.CN已经签名，但是绝大多
数中国的解析服务器仍然不做验证	  

•  防止假冒的权威服务器、防止链路上的劫
持、缓存污染攻击，还有漫长的路	  

•  你能指望劫持你DNS的ISP部署DNSSEC验证
吗？	  

•  在终端上做DNS解析、验证？ 



Outline 

•  Trust	  models	  and	  trust	  anchors	  
•  In	  Rou9ng,	  We	  Trust…	  
•  In	  DNS,	  	  We	  Trust	  …	  
•  In	  Web	  PKI,	  	  We	  Trust	  
(西安交大,	  4/26，直播hgp://inforsec.org) 



In	  WHAT,	  	  we	  TRUST	  ? 

Q	  &	  A	  
duanhx@tsinghua.edu.cn 


