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- BRIV SERS
* Unmasked
* When your voice betrays you
 Breach of trust
* Risk of exposure

The End of * Could your pacemaker be hackable?

* Trust me, I'm a medical researcher

* Control use of data to protect privacy

* Privacy and human behavior in the age of
information

« Balancing privacy versus accuracy in research
protocols

* What the “r'ic?h'r to be forgotten” means for
privacy in a digital age




« }VPR (Android. i0S)
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IMEI 11 182
IMSI 14 7 5 7 1 4 2 40
ICCID < 1 1 2 0 1 2 11
Contact 10 2 S 2 1 3 1 24
Phone 7 1 3 S 0 1 0 17
Number

SMS 2 0] 3 2 6 1 1 14
Location O 1 O 2 1 0 O 4
FEARZLH 70 50 40 50 50 20 50 330
WERELH 47 29 25 25 16 13 36 191

Mzt 67% 58%  62%  50%  32%  65%  72% [ 58% |

EAAndroid AP IEFRIAGHEE D, FRHEEERERESTEXERITKAS, 20124
AppIntent (CCS 2013), VetDroid (CCS 2013), IEEE Trans. On Information Forensics and SecurityZF % ECCF AL
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Privacy leakage

« App's insecure implementation
* Vulnerabilities in system
 Millions of Malware



Existing Works

Dynamic/Static taint analysis
* TaintDroid [OSDI'12]
* FlowDroid [PLDI' 14]

c = taint_source()

network_send(a)

Access control mechanisms
« SELinux on Android

« Auriasium [SECURITY'12]

* FineDroid [SecureComm'15]

f
i




But wait ...

~ Location v LocationManager. getLastKnownlLocation() §
» Confact v ConfentResolver.query(CONTACT_URL)
> SMS v' SmsMessage. getMessageBody ()

> Phone Number v TelephonyManager. getLinelNumber()

> . Vo

System Centric Privacy Data
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But wait ...

4 Create account = a«-@igon Q '\.9! £ WIT R
Full s =
e Or enter a new shipping address @ +ERFERD
First name, last name o Be sure to click "Ship to this address” when done. 6227 6121 4583 [N
Skype Name Full Name:
6-32 characters [ 03/20 @
A Address Line 1: 369 G
6-20 charggters [
Repeat 9352& Street address, P.0. box, company name, c/o bob
6-20 characters Address lina 2 ° B4iEF >
Email | Eoca l l°' ‘
someone@example.com | Aperiment, suite, unit, bullding, fluor, ¢, a1 0
Mobile number City: 138 1839-
Phone number (e.g. +44 1234567) I ?27114| 9
[ ] [ ]
¥ Yes, send me Skype news and promations. State/Province/Region: F l nanc I al
[ v BB (i) HRERER , IEEE
ZIP: ZftEEv¥95 MENE T

User-Input Centric Privacy Data (UIP Data)



Challenges

« UIP data cannot be found without parsing the context and
semantic of UIs
Display Name o Eric Sun >

% >

* Large number of false positives User ID o personalidqwerty

* Label all input as sensitive

Public User ID v

* Manually specify such contents need to be protected

 Intensive human intervention




« UIPicker

 Novel framework for automatic, large-scale User-Input Privacy
(UIP data) identification within Android apps.

* Runtime Security-Enhancement Mechanism

* Protect insecure UIP data transmission in app's runtime




Key Observation

* Privacy-related semantics exist in _ Addanewcreditcard _ _ _ _ _

|, Credit Card Number |

* UL Screens e - | |

- Layout resource files B | —tcpmation e fo1 ) famr e, = = = 3

y; ¢ Card Type: MasterCard 4
/ d Cardholder's Name
/ [

/
/
\4

<TextView android:text="@string/opl_new_payment_credit_card_number" />
<EditText android:id="@id/opl_credit_card_number" android:input Type="number" />
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Technical challenges

* How to get complete privacy-related texts

* Highly unstructured semantics
« E.g. password, pass, pwd, ...
» Sparsely distributed in different UIs

* In practical for manual collecting

« To what extent, a layout element could be UIP data

« Keyword based search? Very imprecise results
 E.g. Split "Username” into “user” & "name”
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UIPicker Overview

Pre-Processing

Private-related
Text Analysis

UIP Data
Identification

Behavior
Based Result Iounsmmg
Filtering

Result

1. Resource Extraction
2. Cluster privacy-related texts
describing UIP data

3. Identify UIP data from textual
semantics

4. Confirm UIP data with application
code behaviors




Pre-Processing

Add a new credit card

¢ RZSOUF‘CZ EXTI"GCTIOH Credit Card Number
» Word splitting '

L Expiration Date: |01 4| (2014 4
+ Delimiter/Letter-separated words m

« Redundant content removal
* Non-English strings/Stop words |

» Stemming

« Reduce the number of texts >

Card Type: |MasterCard A

Cardholder's Name

« E.g. Change “secured"”, "security" into Layout Descriptions

@id/opl_credit_card_number
@string/opl_new_credit_card_expiration_date_month
@string/opl_new_credit_card_save_button
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Privacy-related Texts Analysis

* Privacy-related layout Selection

phonenumber
email
* Subset of UIP related layouts. username = = o
password oS " b : i
» E.g. Login, Registration, settings page. Y, [MODL
i gi;iggaﬁirthdat
* Initial seeds: username, password Py R
account password mm
. . Z1p YYVY ;
* Privacy-related texts clustering code pament ey 5 ]

. . 5t£e§t WEEbi.,t . age mail
« Words appeared most in privacy-related layouts 557 i Dol
rather than normal layouts. BT e DUIE Y, BLFLR

femal contact email
passwd usernam

- By applying Chi-Square test. credit ihe

lastnam birthday
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UIP Data Identification

* Classifier: Support Vector Machine AY i B
* Features . .'/
* Privacy-related texts & - B
« Sibling elements | /. .
 E.g. Short phrase for describing the input field. ®* % e o

* Training Data
« Subset of UIP data element
« Text fields with sensitive inputtype.

N
<Y

<EditText android:id="@id/password_edittext" android:inputType="textPassword" />

* Manual labelled element for Financial inputs




Behavior Based Result Filtering

* Matching UIP data behaviors reflected in = :Up;-é RREEE=mmmaamm
C e SHGNES S |
application’s program code e |

I N S S S S S S S S S - -

° F”"‘er' Ou"' S‘ta‘ric Iabels WhiCh Only Con'rain Iy Terms of Service and Privacy Policy, including I

II Cookies use.

pr' ivacy-rela.red Seman.rics || Your email address and phone number may be

used to connect you with others, but will not be

 Recover Input fields other than "EditText”

« Implicit user input Expiration Date: [01_‘ [2014 4

« E.g. Drop down list

Card Type: ' MasterCard

 Customized input

« E.g. com.alipay.inputBox




Behavior Based Result Filtering

1. Locating UIP candidate & its layout

Activity.setContentView(R.layout.add_credit_card.xml)
Add a new credit card

Credit card Number UIP Data Elemen'rs’ —~ = = = ~ Void OnCreate(Bundle bundle){
A InputBox IB = findViewById(2131231511);

I >
:':" ‘.-':*

Expiration Date: 01 4 2014 4

- Z submitBtn = findViewById(2131623982);
Card Type: [MasterCard zZ % submitBtn.setOnClickListener(new addCardListener());
Cardholder's Name 7 } 1 - - =
2. User'-'}}r{lgger'ed Event hagdﬁng
7
7z

N\

z addCar‘dLisTener'onCIic(Vie y v) {




Runtime Security Enhancement

WIT XA Taint Tracking based on UIPicker
h
hEEFERD 0 . .
Bank of China(Credit Card) I QTam’rDr'md
6227 6121 4583 0440  / Application Name
: Qunar Travel
03/20 Expire Date @ c(=_tamt_source() )
. ackage Name
369 Security Code Q a=b+c ComiQUnaE
- Destination IP Address
bob Card Holder's Name network_send(a) 59.151.16.178
Bk Idenfﬁ'y Number | The following data will be insecurely sent:
I User Input Privacy

3ioi1o091965091%928117 = m=mE=mm=ms=m= == 727114, 369, bob, 310109196509192811,
138 1839 9589, 13818399589, 6227 6121

13818399589 Phone Number 4583 0440,

> Plain Text transmission
727114 Verify Code € « Runtime checking DENY ALLOW

» Insecure SSL implementation
« Offline analysis with MalloDroid

v EE () AREFER  TEERE




UIPicker Evaluation

* Dataset
* 17,425 apps crawled from Google-Play in Oct.2014
« 35 categories, 500 apps for each
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Performance

* Identification Process

« 32 core Debian server with 64GB memory

* Proceeded in 32 threads concurrently

* Finished in 30.5 hours (7.6 apps per minute) for the dataset
* Run-Time Security Enhancement Mechanism

* Only provides additional UIP data sources

* No performance overhead compare to TaintDroid
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UIP Data Distribution

* 6,179 (35.46 %) contain UIP data in 17,425 Apps
* Exist in more than half of apps in 9 out of 35 categories.

0000 . = "
60.00%
5000/'
40.00%
30.00%]
2000/I | | ‘
10.00%
000/ I II I Il Il I Il I III Il- Il. I-I I Il_ I.l Il- Il. I-_ Lol b o
9w 9 < 0 09 L &R 2 9 \5’9 9 Q, <> H & W P
ST \%% @c\ ST O 0"‘60" SR R S WS
6’" (,‘”‘o 0«,\5 Y 'QV{,G% O K F oUW & @Q’(')Q'(F“(JO U O O oY & GREENVRY S
¥ §¥ . N O oY oS P LOS g'?' o o v
» Vg v g Qg’\ QQ"O QOQ— ?53\3(3 Qy ys/k 16‘?- é)é?‘ O‘} \ 24 (0‘9/ R’
oY S - RO S SR 2 o & W
C .l AHE &5 &7 L < 0 ¥
‘&\\@/ & AN oF Q ¥
£ & & e

B Account Credentials & User Profile ® Location M Financial



UIP Data Distribution

* Categories like BUSINESS, FINANCE, SHOPPING,
COMMUNICATION and SOCTAL are more likely to request
Account Credentials and User Profile information

« SHOPPING category contains many location-related elements
* Both FINANCE and SHOPPING apps require many financial-

related sensitive inputs
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Effectiveness

» Compare with System Defined APIs (# Apps)

- | TelephonyManager.getLine1Number()

. “ | AccountManager.getAccounts()
s

™~

/ LocationManager.getLastKnownLocation()
/ Location.getlongitude()
I Location.getLatitude()
Category System Defined APIs UIPicker Overlap
Account Credentials - V- ‘. | WYL
|
& User Profile 00 /’ a2t I i :L
Location : 15221, =7 2,883 122821
Financial - 1,318 -
Total 15,632 6,179 -




Effectiveness

« Compare with Sensitive Attributes(# Elements)

textEmailAddress textPersonName
textPassword textVisiblePassword

password/email/phoneNumber I ‘rex’rPos‘ralAddr'ess
\
mm
Ac‘fb“s*efﬁ‘mza's | 24021 ,! 46 227 26,087
. ' — ’ , ' — e oy
Location |_941 _ €7 14,311 113,370 | T 15x
Total 24,962 71,2_24_ o _ 46262 T 2X
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Effectiveness

« Compare with Sensitive Attributes(# Elements)

Type # Elements % in UIP Data

\TextView _ _____10982 _ ______ 14.86%_ |
Customized 5,075 7.13%
Spinner 1962 2.75%

Others - kSl et el el el 110% - 4

Total L8403 o o= 25.84%
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Precision

* Manual Validation
« 200 random selected apps in 10 categories (20 in each)
* False Positives: 67/1042 elements
* False Negatives: 107 elements

e Overall: 93.6% Precision and 90.1% Recall

Progisi TP Pocall 1P
recision = ecall =
PP FEP L P-EN
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Conclusion

« UIPicker: Identify UIP data based on novel combination of
NLP, machine-learning approach, and static analysis

techniques
* Runtime security enhancement based on UIPicker
* Easily be deployed for other existing mechanisms for

privacy analysis/protection.

Page 37



S
T !

m_yang@fudan.edu.cn




